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ABSTRACT

Virtualization will dramatically change enterprise system
deployments and is being driven by innovation across a
broad set of platform technologies. All of this attention
has created a broad interest in comparing different
products. One challenge is that there are no established
performance methodologies to measure virtualization
performance. Today’s existing server benchmarks cannot
be easily used as-is by an end user to generate clear and
relevant results. This paper presents a workload
methodology to help the reader -characterize the
performance of servers exploiting virtualization
technologies to consolidate multiple physical servers. It
presents an example benchmark using applications often
found in typical virtualization deployments. The existence
and exploitation of a standard methodology is a key to
accelerating continued improvement of virtualization
technologies.

INTRODUCTION

Virtualization has been part of the datacenter since the
1960s when it was exploited across mainframe systems
[1]. Virtualization is experiencing a renaissance as this
technology is finding its way to high-volume servers. To
the IT technologist, virtualization brings the promise of
solving several datacenter problems. Virtualization can
reduce costs by consolidating older servers. It helps
organizations become more nimble through fast
provisioning of virtual servers. It improves equipment
utilization and the end-user experience by enabling
dynamic load balancing and improved disaster recovery
capabilities. These benefits provide a strong motivation
for accelerating server virtualization deployments.

Virtualization provides an abstraction of hardware
resources enabling multiple instantiations of operating
systems (OSs) to run simultaneously on a single physical

platform. The abstraction provides isolation between the
separate running partitions to prevent individual faults
from affecting the entire system. The virtualization of the
hardware also means that different OSs can be supported
on a single platform simultaneously—even older OSs.
Consolidating several physical servers that have
workloads  with non-overlapping peak utilization
requirements over time allows better hardware utilization
than if these were carried out on separate systems. These
benefits are attractive in environments with legacy servers
that, though important to the business, cannot justify the
porting and validation activity to a newer OS [2].

In this paper we present a methodology and an example
for characterizing the performance of servers using
virtualization to consolidate multiple physical servers. We
provide a general overview of two key virtualization usage
models. We also briefly look at how contemporary
methods can be applied to virtualization. We discuss the
challenges generated by the virtualization abstraction
layer and consolidation, and we present a systematic
approach to performance measurement. Finally. an
example workload, called vConsolidate, is defined to
further clarify the methodology.

ENTERPRISE VIRTUALIZATION USAGE
MODELS

The value virtualization brings to datacenters depends on
what problems it can solve for the IT technologist. These
are defined to be virtualization’s usage models.
Virtualization usage models today are focused on legacy
consolidation, flexible provisioning, test/development,
dynamic load balancing, and disaster recovery. As the
technology penetrates the mainstream datacenter, new
usage models will likely emerge.
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The performance discipline ' presented in this paper
provides a basic framework fitting multiple usage models.
However, we focus specifically on two usage models due
to their historic appeal to datacenter managers: legacy
consolidation and flexible provisioning

Legacy consolidation refers to transferring application and
OS stacks from multiple servers to a fewer number of
(typically more powerful) servers. The old “legacy”
servers are often running older OSs because upgrading to
a newer version has some manpower impacts. For
example, a legacy application may need some porting
work, but the resources to do this cannot be justified. In
this paper an old (legacy) server is classified to be 3+
years old. The utilization level of these legacy systems is
often quite low, 5-15%. Such low utilization of an older
platform means that a contemporary server could provide
the processing capability for running many multiples of
the legacy applications simultaneously. Market research
indicates that legacy consolidation projects with
virtualization tend to mix different application types on
the new consolidated server; however, IT managers are
avoiding mixing OS types [3]. The final consolidated
server typically has some mixture of Web servers, e-mail
servers, database servers, and/or other types of
applications running simultaneously, but all are running
the same type of OS (e.g., Linux or Windows") and often
the same version of the OS [3].

Flexible provisioning 1is essentially forward-looking
consolidation. As new servers are requested from the IT
department, rather than deploying a new physical server
for each request, the deployment is a virtual slice of an
existing server. For example, if a two-processor server is
needed to support a new Web server application, perhaps
two virtual processors of a multi-processor server are
deployed in support of the request. This drives up the
utilization of the servers, thereby improving efficiency.
The virtual provisioning is often much faster, as hardware
may already exist to support the request, eliminating the
procurement cycle.

These two usage models, legacy consolidation and
flexible provisioning, constitute the main driver behind
the adoption of virtualization in mainstream datacenters.
The focus of this methodology is to measure the
performance of virtual servers in a way that is related to
these two usage models. Other usage models, like test and
development, are also popular but not addressed in this

paper.

" A structured and consistent set of methods and processes
that are accurate and repeatable.

Having the wusage model defined is important for
developing a relevant performance benchmark. The usage
model provides boundary conditions to the testing. For
example, the usage model indicates what types of
applications should be used, whether the application and
OS stacks are heterogeneous or homogeneous, what is the
configuration of a typical system-under-test (SUT), and
what is the appropriate size and number of the virtual
machines (VM).

VIRTUALIZATION PERFORMANCE
CHARACTERIZATION CHALLENGES

A question that may come to mind is “Why can’t existing
performance characterization methods be exploited?”
Users already have many accepted methods and tools to
characterize servers. Some of these include load
generators (e.g., LoadRunner’) and a myriad of industry
standard (e.g., SPEC", TPC") and proprietary workloads
(e.g., SAP-SD 2 Tier*, MMB3*, R6iN0tes*). There are
several challenges presented in virtualization performance
characterization including consolidation, virtualization,
and implementation considerations. These limit the use of
existing methods.

Consolidation Characterization Challenges

We need to differentiate between consolidation and
virtualization challenges, as both introduce complexity
into performance measurement and tuning. Virtualization
facilitates creating multiple VMs on one physical
machine. Consolidation relates to running multiple
workloads on the system at the same time.

A challenge with consolidation characterization is the
mixture of different workloads. If you consolidate a set of
heterogeneous workload environments, consider that each
will have a different set of requirements and metrics and
that depending upon the users’ specific requirements, the
relative priority of each will vary across users, time, and
other dimensions.

Another consolidation challenge relates to resource
profiles. The non-steady state resource profile of the
individual servers will look quite different from that of
the consolidated system [4]. It is simplest to measure
performance when all measurements are conducted in a
time window after all workloads are in a steady state.
While this may be nice for a benchmark, it fails to
represent many real-world usage models. Consider the
following examples:

e Most e-mail servers have distinct periods where the
demands upon them vary a great deal. For example,
the system may be idle until a wave of people arrive
at work and log in, download their e-mail, and make
other demands on the server. Conversely, the
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demands on the server would decrease as people
finish up for the day.

e A Web store that supported a worldwide customer
base could be busy 24x7 and reach a steady state as
opposed to some service that was provided to people
in one locale.

e Some workloads have seasonal variations, end-of-
month closings, holiday duty cycles, and other
modifications that may differ greatly from normal
operations.

Consider two examples of a consolidated e-mail server:
Web store server, and a customer relationship
management (CRM) server. In the first scenario, Figure 1,
we see that none of these is ever run in a steady state. If
these are the actual profiles of the consolidated server, it
would be prudent to examine peak resource requirements
when superimposed at one instant of time to determine
how well the overall system is performing.

—— Email Server
—— WW Web Store

100% 1 ——CRMServer

75%

50% -

System Utilization
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Figure 1: System resource profile for workloads that
are not operating in a steady state

In the second example, Figure 2, we see three server
utilization profiles that all reach a steady state. If we were
to examine the performance of the consolidated system
and did our study at some point after 15 hours of running,
we would see a much simpler profile of the workloads in a
steady state. While the second workload is easier to test
and tune, it may not reflect the actual end-user resource
profile.
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Figure 2: System profile for workloads that are
operating in a steady state

Virtualization Characterization Challenges

Whatever performance tools, methods, and processes are
used for the characterization, tuning and simulation of
server-based workloads they are likely to continue to be
relevant in a virtualized environment. As much as we
would like to have a single benchmark (or a small set of
benchmarks) to describe server performance, there is
nothing as good as the actual end-user workload (what
they do today and how that will change over time) to
employ in developing a performance and projection
discipline. This will also be true for virtualization
performance, since no single workload will characterize
all user requirements. Consider some different user
requirements which may include the following:

e A threshold minimum throughput must be maintained
over time.

e Some margin must be available for peak workload
requirements or for future expansion.

e The server provides some service and the response
time to any specific request or set of requests cannot
exceed some specified quality-of-service threshold.

We can better understand some of the new challenges that
are introduced in the context of virtualization when we
consider the requirements for and how a system will be
used. For our example, server environments are associated
with the consolidation of existing (often legacy) systems
and the virtual partitioning of an existing platform for new
server deployments. The diversity of what is being
consolidated requires that no one workload or
environment can be used as a general proxy for (most)
others. Consider the diversity of essential components
(and how poorly one workload would serve as a proxy for
another):
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One OS as a proxy for all others (e.g., Windows' to
represent Linux ")

One usage model or vertical to represent another
(Linpack to represent MMB3)

Listed below are some of the other new challenges
virtualization adds:

There are many different options on how a platform
will be partitioned and how resources can be
allocated, each  dramatically affecting the
performance of each and how they interact with each
other. These are further compounded depending upon
what the goals are: for example, absolute
performance, minimum performance thresholds,
power consumption, TCO, or other optimization
criteria.

There are different strategies that can be used to
evaluate a system, including response time,
throughput, percentage utilization, and others. These
may be exploited simultaneously across separate
workloads running across different VMs in a single
performance discipline.

Implementation Challenges

As different software stacks are combined inside a set of
VMs, there are considerations that may affect precision
and repeatability of the results. Often these are tied to the
specific implementation of the virtualization abstraction
layer and underlying platform. Though by no means an
exhaustive list, such issues could include the following:

VM clock accuracy/precision: Since there are several
VMs running on a single platform, there is a variety
of approaches to how the virtual clock is mapped to
the physical platforms’ clock, and any of these can
cause clock skew. Since most benchmarks will
compute a performance metric based upon the always
assumed correct system clock, any changes in the
clock behavior could lead to errors in computing the
delivered performance. Such issues, as well as ways
to minimize this possibility, are further explored in
VMware [5].

While an extensive set of system performance
monitors are available under most native operating
systems (OSs), most virtualization monitors provide
only the most basic performance monitoring
capabilities. This is sure to improve over time, but the
combination of the environment getting more
complicated  from  both  consolidation and
virtualization and the nascent state of performance
monitoring conspire to increase the difficulty to
comprehend and productively tune the system.

All virtualization implementations introduce an
additional level of abstraction and not unexpectedly,
additional overhead. This makes appropriate system
configuration even more important than it is for
unvirtualized environments, since resource limitations
usually drive up the context switching rates, perhaps
at multiple levels of abstraction. Being more generous
with memory and I/O capacity when setting up the
system initial configuration in a virtualized
environment can offer an even larger return in
performance and price/performance than non-
virtualized environments. As a simple example, a
reduction in page fault activity after adding some
RAM in a virtualized environment is likely to pay an
even larger dividend than in the pre-virtualized
environment.

Many unvirtualized server benchmarks will have a
range of observed performance. When multiple
workloads are consolidated on a platform and hosted
in VM, this likely adds more variation, particularly if
any of the constituent workloads can impact each
other or are tested before they are running in a steady
state. Readers are encouraged to run their
experiments as many times as is necessary to
understand the performance profile and variation
from run to run.

Obtaining consistent and predictable performance
results assumes that scheduling across VMs is
equitable and consistent. It is possible in a
virtualization benchmark that the scheduler is not
providing what appears to be an equitable distribution
of compute and I/O resources across the VMs. For
example, if you had N identical copies of a particular
workload with the same virtualization monitor
configurations, you would expect each to get 1/Nth of
the resources available on the system. It is suggested
that performance analysts inspect the system during
benchmarking to ensure that expected resource
profiles are observed.

Some virtualization monitors will give you various
options to map physical CPUs to virtual CPUs and to
create affinity between certain sets or to allow a more
general pool of resources to be shared amongst all
VMs. Virtualization monitors may also permit the
setting of weights or CPU percentage to each
workload. The higher the workload’s weight, the
more it will be scheduled to use CPU resources. How
to set these depends upon user requirements. For
example, is it desirable to ensure that some CPUs are
dedicated to certain workloads, or do you want the
flexibility for the VM to allocate CPUs based upon
dynamic workload changes in real-time? Is one of the
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workloads more important than others and therefore
should a bigger weight be assigned to it?

When consolidating multiple workloads on a single
physical platform, a number of physical devices need to
be shared between VMs. Some platforms and
virtualization monitors provide different options on how
to map the physical devices to virtualized devices. Some
physical devices can be assigned solely to a specific
workload or just shared between a set of VMs. It depends
on customer requirements to set the options. For example,
customers can decide to assign a NIC to a Web-bound
workload exclusively, and all other more compute bound
workloads will share another NIC.

VIRTUALIZATION PERFORMANCE
DISCIPLINE

The following is a performance discipline to develop a
consolidated virtualization benchmark. The steps are
serial in nature and provide a framework to help ensure a
reasonable result.

Select workloads, performance metrics, thresholds, and
weight factors.

We start with a complete definition of what work needs to
be serviced, how we will measure how well the system is
meeting the requirement, and if there are any minimum
requirements. Weight factors are developed to ensure that
resources are allocated in a manner that favors the most
demanding workloads.

Sizing the platform and selecting the initial configuration.

Once the requirements are comprehended, initial selection
of what platform, configuration, and virtualization
technologies (hardware and/or software virtualization,
choice of VM implementation, etc.) will be made and how
the system will be set up will be decided. The initial
platform capabilities can be approached in (at least) two
ways. One approach is to start with a platform with clearly
more resources (CPU, RAM, network, disk) in every
dimension and iteratively reduce them until the right
balance is achieved. Alternatively, you can start with a
configuration that is too low and add resources until the
desired balance is achieved. The former is much quicker
and the latter is less expensive.

Define aggregation strategy (how the performance of the
constituent workloads will map to an overall performance
metric).

This step allows the user to assign and refine the priorities
of the different workloads and results that the system-
under-test (SUT) will deliver. By assigning weights that
are most representative of the user-specific requirements,
user perceived improvements can be achieved as opposed

to random shifts of resources and workload impact that
cannot be comprehended and exploited. It is also during
this step that you must consider the repeatability for each
workload and whether you will observe and measure it in
a transient or a steady state and compensate for
interactions between the constituent workloads.

Develop and iteratively refine the mapping of workloads-
to-VMs and VMs-to-platform resources.

There are many resource decisions that will dramatically
affect how well the system responds by workload. A
baseline mapping of these resource decisions would
include how to map workloads to VMs and how to relate
VMs to system resources (cores, I/O, etc.). Some
adjustments to the workloads may be motivated by some
of the resource decisions made here.

Tune each workload as if it was not virtualized and
establish a baseline, then iteratively refine it (optional

step).

It is assumed that each workload is well understood in
terms of having a performance discipline and that all
tuning steps are fully exploited. This almost always is the
best starting point for characterization and optimization of
the consolidated virtualized environment. Where the two
workloads that are being consolidated have mutually
exclusive configuration requirements, it may be best to
use either some blending of both or use the one that
affects the most heavily weighted workload.

Measure the performance and aggregate it into a
performance result.

A comparison to defined thresholds to see if the overall
result is valid is conducted, and then the performance of
each workload is assessed and aggregated into a single
metric.

Identify bottlenecks and attempt to shift resources,
augment configuration, and optimize components as
needed to drive continuous improvement.

This step focuses on identifying bottlenecks, making
configuration  adjustments, and  making  other
modifications that help drive improvements in the
aggregated performance result for the entire system. It
should be noted that there may be limitations in the
performance monitoring tools available in a virtualized
environment.

Iterate as needed.

This better reflects the tuning and optimization that are
usually part of any measurement process, and the focus
here is influenced by the difference between the
requirement and measured result and the resources
available.
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VCONSOLIDATE EXAMPLE

While there is no one proxy benchmark for all
virtualization deployments, it is highly desirable to have
one since it provides a basis of comparison and a basis for
a consistent approach to measure and continuously
improve. We will arbitrarily define a benchmark called
vConsolidate. There are as many possible workloads as
there are servers. No two users (or usages) are exactly
alike, so we need to make reasonable representative
approximations. The purpose of this section is to illustrate
how to build up a performance discipline in a virtualized
environment with one viable example; and to show the
reader how they can do this with component choices that
are aligned with their respective environment. The reader
should look at this as a basis that can be progressively
refined.

In Figure 3, we present a high-level view of the system
running vConsolidate. At the base, we have the physical
platform, then a virtualization monitor, and some multiple
number of VMs, each running a designated workload. We
have also defined an aggregation strategy that helps us
consolidate workloads, define the performance metric(s)
and tell how measurements will be taken.

| Workload 1 | | Workload 2 |— | Workload K |
VM1 VM2 .. VM K
LN Tmf=71 " JREYN [mi=1 1 ] CS  Jmf=1 T ]

| Virtualization Abstraction |

Physical Platform

s EE O 9 E e

Figure 3: vConsolidate concept

We will construct a hypothetical example to illustrate the
performance discipline discussed above. In this example,
we select the following environments for consolidation:
Web servers, e-mail servers, and database servers. For this
example, we model the system by having some multiple of
each running and designate the weights of each as
Weight[i]. All the weights are fixed numbers pre-defined
by the workload. Each workload can be run on the system
before and after any virtualization layer is included, and
we can compare the virtualized performance of each
workload with a baseline measured without virtualization
on a pre-defined standard machine. This serves as a useful
tool for calibrating subsequent results. We replicate these
workloads as needed based upon a set of usage model

requirements. Then, we calculate the ratio of
virtualized/baseline as the relative performance of each
workload. The performance of the virtualized environment
would be

N

Weight[i]*WorkloadPerf[i]
=1

where WorkloadPerf[i] is the relative performance of the
i’th workload

Here is an example:

e The consolidation workload consists of one Web
server, one e-mail server, and one data base server.

e To mimic the real-world scenario, one idle VM is
also running on the physical system. In that VM, no
real workload is running. We do not take any score
from this idle VM.

e The weight factors are 35% for the one Web server,
20% for the e-mail server, and 45% for the database
server. This would correspond to a weight vector of
(0.35,0.20, 0.45).

e After testing each workload individually in a non-
virtualized pre-defined standard machine with a
specific configuration, we can get the baseline of each
workload.

e At this stage, we define how the workloads were
mapped into VMs, how the VMs were mapped to the
underlying physical platform, and how resources were
allocated amongst each. This is not defined by the
workload. The wuser chooses the best VM
configuration settings to do the measurements.

e  Each of the workload components has a well-defined
performance metric and a known, unvirtualized
baseline result. The observed result for the
virtualization of each of the component workloads is
normalized to this known baseline. The resulting
benchmark metric is the combination of all of the
normalized workload component results. As an
example, the performance results ratio vector
WorkloadPerf[i] could look like (1.8, 1.5, 2.3)2. The
rollup result for the performance of the virtualized
system would be

> The reader is reminded that these are ratios to some
predefined (different and likely older) standard system and
are likely to be greater than 1.0.
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N
Weight[i]*WorkloadPerf[i]
=1
or
(0.35,0.20, 0.45) * (1.8, 1.5, 2.3) = 1.965

This calculation is illustrated in Figure 4. The result
becomes most useful when comparing different
configurations. For example, the same consolidated
set of workloads can be compared across different
platforms or against two different virtualization
monitors, or it can be used to compare two different
sets of configuration settings.

1.965 Final Score

AN

063 0.30 1.035

Ixﬂ.35 }cl].l [ x0.45

18 15 23

Weighted Score

Relative Score

Id\v by haseline Idlv by baseling I
Baselines:

TN TS 1800 Transls 3000 Mails/s

2300 Transls Raw Score

2000 Mail Transis
1000 DB Transfs

Web Server Mail Server DB Server Idle

VM#1 VM#2 VM#3 VM#4

Virtual Machine Monitor

Physical Platform

Figure 4: vConsolidate example virtualization
benchmark results calculation

INDUSTRY-STANDARD
VIRTUALIZATION BENCHMARKS

We have established a general methodology for
developing a virtualization benchmark. The value of the
benchmark will be amplified to the degree that its
component workloads map to the actual work and metrics
of the particular usage model. There is great value in
having a proxy industry-standard benchmark since it
permits the community to focus on some standard
repeatable test that facilitates comparisons between
configurations and platform technologies. Virtualization
opportunities require that some abstraction on top of a set
of workloads is developed, for example a throughput
methodology (SPECthruput” and later SPECrate’) [6]
applied on top of the well-known SPEC CPU
benchmarks.

Despite virtualization technologies and implementations
dating back more than 30 years, no de-facto or industry-
standard performance metric exists. As virtualization is
exploited on commodity high-volume platforms across a
range of server workloads, the community needs standards
to compare virtualized performance (e.g., [7]). These are

some of the motivations for an industry-standard
benchmark:

® Motivate the industry to add a performance and
optimization discipline to virtualization platforms,
monitors, and tools.

® Help users considering virtualization to compare
alternatives, particularly where they were unwilling or
unable to develop, execute, and maintain their own
benchmarks.

® Accelerate both the development and application of
virtualization technologies.

What is a server virtualization performance benchmark
and how could it be used? It is a performance discipline
that includes consolidated server workloads running in
virtualized partitions. It is most likely to be useful to
compare platforms and virtualization technologies. Some
examples on how it would be used are given:

® How does the performance, power efficiency, or
price/performance of Platform A compare with
Platform B?

® How does VM monitor A compare with VM monitor
B (an upgrade, a competitive comparison, comparison
of software and hardware accelerated
implementations)?

®  What is the effect of a configuration modification or a
component substitution?

What is a good benchmark and how is this question
modified by virtualization? We will first list what we
believe is required of benchmarks and then what is
desirable.

First, required attributes of benchmarks:

® They should be relevant to some well-defined user
constituency like Web servers, application servers,
database servers, and e-mail servers, that would be
likely considered for consolidation.

® They should be timeless, in the sense they do not
specify any platforms, technologies, or usage models
that will not make sense over some reasonably long
time.

® They should provide repeatable results from run to
run and provide a means to ensure that valid results
were obtained.

® They should be agnostic (in terms of platforms,
virtualization monitors, and as many other parts of the
stack) to the extent possible.
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® They should be able to automate, repeat, scale,
consolidate, and compare performance observations
across a wide range of systems, times, and

components.

® They should use a simple, single unit of measure for
performance results (and associated component
scores for those preferring more detail).

® They should be citable, which depends upon
components that are freely accessible to the
community.

Second, desirable attributes of benchmarks:

® They should not require infrastructure that will block
most organizations from putting the system together.
This rules out workloads that need a huge number of
disks, a load-generation infrastructure, or an
infrastructure that is otherwise encumbered.

® They should be easy to test. For example, load
generation is considered a minor performance
consumer and can be run within the test environment
(no external load generators needed).

® They should be easy to obtain, set up, and test. For
example, they should use relatively low-cost, easy-to-
access and set up applications, tools, and utilities.

There are many practical challenges in constructing such a
specification. Here are some examples.

® If you were to start with existing workloads, some of
the most visible contemporary industry-standard
server workloads may limit other components from
participating in the benchmark or introduce
complexities that cannot be easily managed across a
range of systems and timeframes. One solution would
be to develop new server workloads that were totally
portable, but this would introduce a new challenge in
that these would be unproven and unknown.

® Many benchmarks artificially attempt to saturate the
CPU and marginally reflect best configuration
practices.

® Some virtualization technologies may have different
feature sets and in order to maximize those that could
participate, we would have to limit the features that
could be exercised, for example migration of VMs.

® Perhaps the most difficult set of decisions is to pick
the constituent workloads and define an aggregation
process—since there is no single right set. This will
require compromises before it can be accepted by the
community.

Driving a standardized benchmark is the best way to
create a performance discipline, achieve continuous
improvement at every layer of the platform stack, and
ultimately develop an industry standard for measuring and
optimizing virtualization performance.

CONCLUSION

In order to be agnostic to the underlying operating
environments and implementation, we have taken a high-
level approach that assumes a coherent performance
discipline on each constituent workload component and
have presented an approach on how to aggregate these
into a unified metric for comparing systems. Since there
are many different user requirements for assessing and
projecting performance, there is no one right answer for
what workloads should be included and how they should
be combined, so we have provided readers with
considerations for doing this in a manner that best
addresses their needs. The vConsolidate benchmark was
presented as an example implementation, highlighting the
compromises required in workload selection, component
definition, and metric aggregation. Industry standards for
measuring the performance of virtualization environments
will help accelerate the performance and deployment of
same. The performance discipline presented outlined a
basic framework that could be used to create industry-
standard virtualization benchmarks.
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