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ABSTRACT

Prevailing network architectures are designed for
openness, collaboration, and sharing. The majority of
viruses and worms use the network to spread rapidly
through the enterprise network, enabling these cyber
threats to reach their targets effortlessly. The most
common solution available today for cyber security is
hardening of systems via “patching” or keeping the
operating systems, applications, and anti-virus software
current. This option is reactive and time/labor intensive
because security updates are available only after exploits
are known and already in use. The currency of software
does nothing to prevent cyber attacks from reaching their
targets. We believe that policy-enabled network security
complemented by system hardening, provides a proactive
and more comprehensive strategy to deal with security by
reducing the likelihood of cyber threats entering the
network and by controlling their spread. Typical
enterprise network architectures are developed to bring
scalability, extensibility, and availability to the Intranet.
Security capabilities have not been part of the enterprise
network architecture and are typically implemented in
reactive fashion. Additionally, current security capabilities
require manual and labor-intensive efforts that negatively
impact costs and take time to implement. Firstly, we
propose a change to the enterprise network architecture by
integrating security components such as packet filtering,
stateful inspection, port-based access control, and
super/sub Virtual Local Area Networks (VLANS).
Secondly, we propose a fundamental change in the
implementation of the enterprise network architecture by
using a security management system referred to as Policy-
Enabled Network Security (PENS) that leverages the new
security capabilities in an integrated and proactive manner

and reduces unstructured manual, labor-intensive, and
error-prone activities.

INTRODUCTION

One of the major security problems in the enterprise
network is the “permit all” capabilities of all Local Area
Networks (LANs). While the openness was a catalyst to
the growth of computer networks, it also presented and
continues to allow computers with security issues to freely
connect to the network and potentially infect other
computers. LANs do not have the capability to determine
who is connected to the network and therefore, in an
enterprise, cannot separate out company employees from
visitors. Moreover, the enterprise network is now required
to support flexible connectivity to portable computers
such as laptops for company employees as well as visitors
such as field service personnel, consultants, customers,
partners, etc.

The enterprise network is also increasingly becoming
more diverse and complex with the explosive growth in
the usage of wireless technology. New business models
such as supplier support of equipment over the Internet,
remote operations of equipment over the network (with
safety precautions), and company guests accessing their
Intranets over the Internet, have blurred the lines between
the Intranet and Internet. The added flexibilities in the
workplace cause a greater security risk than ever before:
the source of an infection nowadays can be any host
accessing the enterprise. Figure 1 demonstrates the typical
enterprise network.
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Figure 1: Network connectivity in the enterprise

Unhardened Computer Systems

An enterprise network typically has several operating
system and software standards such as UNIX*, Microsoft*,
Apple’, OpenVMS®, etc. Most commercial off-the-shelf
operating systems provide a general-purpose computing
platform for different types of applications and
configurations. These systems tend to have more services
than are typically needed, and most people tend to keep
these services running. Vendors provide frequent software
updates and bug fixes. These computer systems,
commonly known as unhardened computer systems, have
now become the major source of security issues. They
can easily become infected and in turn, infect other
computers accessible over the LAN.

Inadequate Policies and Management

Traditionally, enterprise policies have been limited to
perimeter security resulting in the usage of controls to
reduce risks within the enterprise network. With the
increase in interactions across the perimeter as we just
described, the challenge is to adapt security policies to
reflect these new threats. These policies and
corresponding operational capabilities have to be able to
support complex protection profiles to protect each
participant in the entire enterprise network. Each
participant contributes to the business and is a challenge
to the security of the business based on his/her level of
interaction with the environment. This seemingly
paradoxical situation increases the complexity of
managing security policies and of enforcing them.
Traditional processes and methods for implementing
security are manual, labor intensive, and error prone.

" Other brands and names are the property of their
respective owners.

Intranet No Longer a “Safe Haven”

In the aftermath of virus attacks such as SoBig, Nimda,
FunLove, SQL Slammer, etc., as well as a lack of a policy
management system, the Intranet, as it exists today, is no
longer secure. Enterprises are struggling to keep up the
frenetic pace of updating software because the hackers are
ready with the next set of attacks before the systems are
updated with fixes for the previous attack. Keeping
thousands of computers updated is a very reactive process
because it can only secure us from problems with known
and available solutions.

Solving the Problem

We started our research by reviewing our current network
design methods, security capabilities, and management
practices and concluded that a change in the network
architecture is the most effective way to bring security to
the enterprise network proactively. A product-level
approach is also possible, but it would require us to find
products that can provide enterprise-level security
capability for 100,000 to 500,000 computers, 100,000 to
150,000 LANs, and greater than 10,000 subnets. This
would take several person years and would not guarantee
us a solution to our security problems. This approach is
not feasible and is therefore, not addressed in this paper.

ADDING SECURITY TO THE
ARCHITECTURE

Today’s enterprise networks are based on a three-tiered
architecture called the Hierarchical Model for

Internetwork Design [1]. A slightly modified version of
this architecture is shown in Figure 2 with the three layers:
core, distribution, and access. The core and access layers
correspond to Data Link Layer of the Open System
Interconnections (OSI) model [2], and the distribution
layer corresponds to the Network Layer of the OSI Model,
respectively. The core layer separates the enterprise
infrastructure backbone (WAN, Internet, etc.) from the
end-user areas with workstations, application servers,
databases, and other services.
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Figure 2: The enterprise network architecture

As pointed out in Figure 2, there are no elements of
security in this model as any LAN device can connect and
freely communicate with other LAN devices.
Additionally, a TCP/IP device can connect and freely
communicate with other TCP/IP devices anywhere in the
enterprise network.

The Security Capabilities

The two key security additions to the network architecture
are as follows:

1. Access layer capabilities. These focus on knowledge
of the device connecting to the LAN or knowledge of
which LAN devices can communicate with each
other.

2. Distribution layer additions. These focus on subnet-
to-subnet-level application-level control.

Access Layer Security Capabilities
There are three forms of access layer security.

MAC Address Filtering

The simplest of the access layer security capabilities is
based on knowing the MAC addresses of all LAN devices
and unknown MAC addresses not being permitted to join
the VLAN. Most enterprise-level Layer 2 switches support
MAC address filtering. This approach is clearly not
scalable for the enterprise networks but suitable for very
small areas. Additionally, with the prevalence of notebook
computers with removable network interfaces, a known
MAC address does not provide sufficient access layer
authentication.

Port-Based Access Control (802.1x)

The IEEE 802.1X standard [3] offers both wired and
wireless devices a method to authenticate the device and
the user of the LAN device before connecting to the
VLAN. Based on the Extended Authentication Protocol

(EAP), the 802.1X standard routes the EAP network
traffic to a RADIUS server [4], the authentication server.
Only authenticated users and devices are allowed to
connect to the VLAN. All other devices are not allowed to
connect to the enterprise. Device authentication can
include local security-level checks such as operating
system updates and virus signatures. While IEEE 802.1X
is more scalable than MAC address filtering and takes
network port security to a new level, it is considerably
more complex and expensive because it requires the
support for the standard from the Layer 2 switches and the
operating systems. Legacy operating systems have very
limited support for IEEE 802.1X.

Super and Sub VLANSs

RFC 3069 [5] introduced the notion of super-VLANs and
sub-VLAN:S to realize the optimization of IP addressing in
a switched environment. Each sub-VLAN has its own
broadcast domain while using the default gateway IP
address from the super-VLAN. A leading network vendor
has added two security capabilities in the sub-VLAN and
super-VLAN space, called secondary and primary
VLAN:S, respectively [6]. First, the secondary VLANS can
be either in an isolated mode where the members cannot
communicate with each other or the community mode
where the members can communicate with each other in a
peer-to-peer fashion, with the primary VLAN providing
the default IP gateway access. Super-VLANs and sub-
VLANs extend port-level security by creating
communities that are allowed to communicate with each
other and denying communications to all others. Figure 3
shows all three of the access layer security capabilities.

Distribution Layer Security Capabilities

Packet filtering is the common term for distribution layer
security. Packet filtering provides subnet-to-subnet-level
network access control. Firewall devices, routers, and
Layer 3 devices use the network layer information to
allow or deny access to TCP/IP devices. There are two
types of packet filtering:

1. Static packet filtering
2. Dynamic/stateful packet filtering

Static Packet Filtering

Static packet filtering provides us the ability to control the
source and destination of the network traffic with
application access through TCP/IP ports. Static packet
filtering rules are applied at network and transport layer
headers only. Most routers and Layer 3 switches provide
static packet filtering. Typical packet filtering includes
“permit” and “deny” rules. Static packet filtering also
includes the shielding of internal IP addresses through
Network Address Translation (NAT) [7].

Bringing Security Proactively Into the Enterprise

305



Intel Technology Journal, Volume 8, Issue 4, 2004

Dynamic/Stateful Packet Filtering

Dynamic packet filtering adds additional intelligence to
the static packet filtering. Static packet filtering allows the
entire dynamic port range (e.g., greater than 1023) during
a client-server session. Dynamic packet filtering, on the
other hand, knows to look into the data and find the client
port. The dynamic packet filtering then allows only that
client port in real time for that session, as opposed to
static packet filtering, which opens the range of client
ports (e.g., > 1023). Dynamic packet filtering prevents
security attacks based on hijacking of established sessions.
Moreover, dynamic packet filtering can add time
sensitiveness by opening and closing ports on an as-
needed basis. Various types of dynamic packet filtering
are available today. Stateful inspection [8], for example,
matches the HTTP protocol-to-protocol headers along
with send-receive pairs and data types as specific in the
header. Circuit filtering [9] permits inspection of sessions,
as opposed to connections or packets, with each session
containing a number of connections. Circuit-level filtering
takes into account secondary connections such as the data
part of the FTP protocol and streaming media. Application
filters [10] or “proxies” are application-specific with
access to details of the application-level commands.
HTTP proxies can be set to deny the GET command but
to allow the PUT command instead. Figure 3 shows the
distribution layer security capabilities in addition to the
access layer security capabilities.
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Figure 3: Distributed layer and access layer security

Policy-Enabled Network Security (PENS)
Management

PENS [11] is an architecture developed by Intel
Information Services and Technology Group (ISTG) that

enables a common security policy specification across a
heterogeneous enterprise network, and that allows

correlation of abnormal events observed by other network
and security-monitoring solutions such as intrusion-
detection systems, vulnerability scanning tools, and
incident alert services. In this architecture, policies are
dynamically linked to the threat environment via an
adaptive feedback loop.
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Figure 4: PENS architecture

As shown in Figure 4, the components of this policy-
enabled management system include policy server, Policy
Enforcement Points (PEPs), and Policy Feedback Points
(PFP). As indicated, the main distinction of the PENS
architecture from the standard policy-based network
management architecture [12] is the introduction of PFP
along with the adaptive feedback loop. A PFP collects
data on intrusions, security alerts, and other abnormal
network behaviors from a variety of systems (e.g.,
intrusion-detection systems, system performance logs,
audit alerts, vulnerability scanners, etc.) and sends such
data as feedback to the Policy Decision Point (PDP). The
PDP then correlates the feedback data and determines if
any policy updates are needed.

The main features for the above PENS architecture are as
follows:

e A centralized view of the network from the
management console, with real-time updates of the
network.

e Automated management with an adaptive feedback
loop that can dynamically modify the implemented
security controls to address changing security threats.

e The ability to have common policies pushed from a
central location to various network devices (PEPs)
from different vendors.

Here the PENS server may act as manager of managers
where the vendor-specific rules are managed by device
managers and are therefore transparent to the PENS
administrator.
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Resulting Enterprise Network Security
Architecture

Figure 5 provides an integrated view of the network and
security architecture. Access layer security gives us the
ability to authenticate devices and users connecting to the
LAN. Device checking will give us the ability to ensure
that unhardened systems considered insecure will not be
permitted to connect to the enterprise network. Likewise,
users unknown to the enterprise will not be permitted to
connect to the enterprise network. Additionally,
authenticated devices and users will be confined to the
required communities of users and systems and denied
access to everything else.

Distribution layer security provides subnet-to-subnet-level
access control, enabling application-level control over the
enterprise network.

The use of super-VLANs and sub-VLANSs converts the
three-tiered network architecture into a four-tiered
network architecture integrated with security, making the
Intranet more secure.
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Figure 5: Four-tiered network architecture with
security

With the addition of the required key security components
to the Enterprise Network Architecture, we now turn our
focus to the implementation challenges facing us, among
which are significant resource requirements and consistent
and comprehensive management of security policies. The
following section addresses these challenges in detail.

Integrating Security with PENS

Some of the different ways of integrating the security
capabilities proposed earlier with PENS are outlined
below.

Location-Based Authentication

We can apply specific security policies to specific
networks. For example, the authentication requirements
for user access to applications in an office environment
will be different from access to applications hosted in an
Internet DMZ.

Behavior-Based Re-Authentication
It is possible to alter the authentication time limit after
initial authentication is complete. This type of policy
allows system administrators to control the authentication
time limits when end users misbehave.

PENS can modify the authentication policies of a network
and force a re-authentication, particularly when the
network is under a cyber attack. It is also possible to
specify a different policy for re-authentication
dynamically.

Network Status-Based Re-Authentication
Requirements

In the case of a serious cyber attack, the policies for
infected networks could force all users to log off and
disallow reconnection until a compliance scan shows that
appropriate security updates are completed.

Authentication-Based User-Specific Policy Delivery
This scenario requires different authentication methods for
different users followed by delivering different policies
for the users. For example, company visitors have minimal
authentication to our network and are allowed access to
the Internet with no access to the Intranet. In another
scenario a person from the security incident response team
may be required to provide strong authentication but
would then be able to connect to any network and have
full access without being required to run a security scan.

IMPLEMENTATION CHALLENGES

The cost in human resources and technology to add
security to network design, based on the new architecture,
will not be trivial. The extent of the investment will be
determined by the size of the enterprise (number of
people, number of computers, number of subnets, number
of locations, span of business group across geography,
etc.). It is essential to have accurate knowledge of the
security weakness in order to control the cost of
implementation. The major issues are as follows:

1. Technology or technical issues
2. Business issues
3. Integration with legacy systems

Technical Issues

The availability of sub-VLAN and super-VLANSs
technology and 802.1x technology is limited. Not all
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vendors provide this capability and in addition, not all
product lines have the capabilities implemented fully.

Packet filtering requires the identification of all network
communications paths. It is imperative to comprehend
who needs to communicate with whom and with what
applications. Understanding and documenting the various
protocol interactions of applications is a very tedious but
necessary process in successful implementation of packet
filtering. Packet filtering rules can be easily created and
managed with the knowledge of sources, destinations,
protocols, and ports.

The complexity of the communications model leads to the
next issue: the size of the packet filtering rule set. It is
important to keep the packet filtering rule size fairly
compact and simple. Larger rule sets could lead to over-
utilization of the network devices (such as routers and
switches) leading to performance degradation of the
enterprise network [13].

Packet filtering additionally brings new operational
challenges to network management. The Internet Message
Control Protocol (ICMP) is considered insecure [14].
Therefore, utility programs such as “ping” and
“traceroute” have limited use in this environment.
Network operations will require the development of
alternate network troubleshooting and debugging methods.

Business Issues

The use of new security capabilities require a significant
investment in hardware. Port-level security along with
super-/sub-VLAN technology requires the edge network
equipment be switched as opposed to the older
concentrators. Additionally, only limited products support
these capabilities.

The next challenge is to group computers based upon the
similarity of their communication requirements. As
described before, this requires intimate knowledge of all
the applications along with their source and destination
TCP/IP parameters. One of the many complexities
network engineers face is the accommodation of high
availability key infrastructure services such as
authentication, DNS, Web, database, and middleware
within packet filtering rules.

Some of the operational challenges are outlined here:

1. Identifying and separating the servers and
workstations of each business unit in the enterprise
network because each business unit may have
different security requirements.

2.  The identification and subsequent separation of
mission-critical services from regular services. This is
particularly important because  mission-critical
services from different business units are required to

run continuously on the network even if there is a
large enterprise-level cyber attack, such as an SQL
Slammer [15].

3. Operational knowledge of the impact of these
mission-critical services on the functioning of the
enterprise. For example, turning off the enterprise
shipping application due to a virus attack may not
impact the engineering business unit but may impact
the distribution and manufacturing business units.

One of the challenges is keeping the training of IT
professionals up to date on new security capabilities.
Keeping the operations personnel trained is vital to
maintaining service levels. In addition to trouble shooting
and diagnostics skills for the various products, IT support
personnel need to have working knowledge of the many
applications and systems in the enterprise. Deeper
knowledge of the system design and components is critical
to satisfactory customer service.

Managing Legacy Environments

One of the biggest integration challenges in an enterprise
has to be the co-existence with legacy applications and
their infrastructures. To minimize the business impacts,
changes are typically incremental and are managed
through a migration process with well-defined phases. The
new security capabilities will present numerous challenges
as they will have to be integrated into the technology and
customer impact areas of the existing business such as
downtime and interruptions.

OUR RECOMMENDATIONS

We favor the divide and conquer approach by dividing the
enterprise into several business units, such as Corporate
IT, e-Business, Manufacturing, Engineering Design, etc.
Each business unit has domains of end users, applications,
servers, workstations, and networks, which are typically
separate for each business unit. The business units may
leverage one or more corporate IT services for
authentication, Internet access, DNS, DHCP, NTP, etc.
We have compiled the following prerequisites for adding
security to the enterprise:

1. Identification of the all networks for the business
units.

2. A list of all hardware and software running on the
network along with the security configurations.

3. Identification of the mission-critical services in the
business unit and the impact of unavailability of
network services on the business unit.

4. The communication model for each of the
applications running within the business unit
including end-user information.
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5. Working knowledge of security weakness in the
business units.

We recommend that each business unit be in a security
enclave [16]. By definition, a security enclave has well-
defined boundaries and comprehensive security policies
for network operations, based on the requirements of the
business unit. For example, one business unit may require
the use of corporate authentication whereas another
business unit could use local user accounts and groups. In
another example, a business unit may require conformance
to corporate minimum security specifications for its
servers and workstations, whereas another business unit
may have legacy computer systems that may never be
upgraded. Business-unit-to-business-unit communications
can be published and managed through the appropriate
configuration of their enclaves.

The usage of enclaves solves operational issue number 1
as described in the Business Issues section. Using PENS
with enclaves, as described in Figure 6, solves operational
issue number 3 described in the Business Issues section.

Table 1: Security recommendations

Environment Security Model

Dynamic end-user such as 802.1x

office networks

Static environment such as
business critical systems (e-

Sub/super VLAN, static
MAC address, packet

Business, Shop Floor) filtering
Lab/development Packet filtering
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Figure 6: Using PENS to manage enclave-level
communications

Not all elements of security described in this paper are
required for every network environment. For example,
802.1x port security is a better fit for dynamic
environments such as office users with remote access or
wireless access. MAC address-based port security is more
suitable for data centers and factory environments than
802.1x-based port security. Likewise, we also recommend
super-VLAN and sub-VLAN technology for static
environments such as data centers and factories but not for
office environments. Table 1 lists our recommendations.

Lastly, we recommend allowing hardened systems to
connect to the enterprise. There are several standards for
defining hardened systems [17, 18]. Hardened systems
contribute to security by controlling it at the source. If a
service is not needed and turned off, it cannot be exploited
over the network.

CONCLUSION

Until recently, security implementations have been
reactive, their modus operendi being to keep current with
the latest software updates and virus signatures. We have
made security a proactive activity with integration of key
capabilities into the network architecture so that networks
and systems are delivered with security capabilities in
place from the very outset. We have implemented several
such enterprise networks in business-critical environments
with no virus/worm infections in those areas in 18 months.
The approach has been successful in letting our business
units perform what is required of them while eliminating
unauthorized and random access and probing. Adding new
securities to an enterprise has the potential to increase
operational costs. We are now focusing on putting
together proper adaptive and dynamic policies that enable
us to manage the security of the enterprise cost effectively
without compromising the security of the enterprise.
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