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ABSTRACT

The IXP network processor [1] architecture is designed to
process packets at high rates where inter-arrival times
between packets are sometimes less than the individual
memory access latencies. To keep up with such high
arrival rates, | XP presents a novel architecture consisting
of a collection of multithreaded, multiprocessors with an
explicit memory hierarchy. Such an architecture poses
interesting challenges when an application developer
wishes to develop software for a wide range of services
that can easily be ported from one IXP processor to
another. To make it easy to develop portable, modular
software on IXPs, we currently provide a combination of
development tools and a software framework consisting
of libraries, run-time infrastructure, and APIs to facilitate
the creation of application building blocks. This paper
describes the future directions in I XP programming tools,
software frameworks, languages, and compilers.

We first identify the limitations of the current IXA
software framework [3], describe extensions to remove
such limitations and discuss how these extensions also
help in the development process.

Secondly, we provide an overview of the Developer
Workbench tool suite and its features, which provide
significant advancements over traditional development
environments. We highlight features that enable
architectural task modeling, allow debugging using
bandwidth analysis, thread history, and operand tracing,
and provide a novel packet-centric analysis based on
extensible protocol packet generation, packet status, and
agraphical view of the packet dataflow.

And finally, to move the developers beyond a chip-centric
view of programming, we aso investigate domain-
specific languages and adaptable run-time environments.
We describe and justify one such research project under
development, called Baker, to develop a domain-specific
language for network processing.

INTRODUCTION

In this paper, we discuss three new ways that the software
development infrastructure for programming network
processors is being improved: the existing IXA software
framework is being extended, new features are being
added to the Developer Workbench, and research in
developing a domain-specific language and compiler for
packet processing is being pursued. We start with a brief
introduction to each topic.

Framewor k Extensions

Firstly, network processors are being targeted at a wide
range of applications with varying packet-processing and
throughput requirements. The programmability and
flexibility of a network processor make it suitable for
applications ranging from Voice over P to content-based
routing with data rates spanning OC-3 to OC-192. In
such an environment, the investment made in software
development by equipment manufacturers is increasingly
significant. Preserving this investment and leveraging it
across multiple projects are key considerations when
choosing a network processor. The IXA software
framework [3] provides the necessary software
infrastructure to help develop modular, reusable software
building blocks for network processors of the IXP family.

The IXA Portability Framework is now widely adopted
for software development on the IXP family. However,
the framework is unable to fully support some classes of
applications. These applications require support for
specific features such as multicast forwarding, handling
packet fragmentation, and running at low rates (OC-3 to
0OC-12). The IXA framework, therefore, must be
extended so that it can support all applications efficiently
and easily.

The main shortcomings of the existing software
framework are (i) lack of support for the creation of
multiple packets from a packet in the packet processing
stage, (ii) lack of support for efficient manipulation of
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packet data buffers when they are sent to multiple
interfaces, and (iii) the inability of microblocks that were
built independently to fit together when run on different
(not the same) threads within a microengine.

Development Tools

Secondly, with each new generation of IXP network
processors, the hardware architecture becomes more
complex: there are additional microengines, memory
controllers, and hardware acceleration features.
Therefore, the need for advanced tools that simplify the
design and debugging processes is greater today than
ever before.

In this paper, we describe the current method of
debugging IXP applications, then introduce tool
enhancements that enable a new, packet-centric,
development methodology. We discuss new architectural
planning, packet list, history event capture, conditional
breakpoint, and instruction operand tracing features.

Next-Generation Compilers

Finally, we are conducting research on a domain-specific
programming language, called Baker, for developing
applications using network processors. Because of the
unique hardware features and structure of the network
processor platform, conventional, procedural languages
are forced to expose many of the details of the hardware
to the developer. Exposing low-level details may allow a
developer to produce high-performance object code but
the development is complex requiring unique skills, and
porting an application (or its parts) from one IXP to
another is difficult. The Baker language exposes the
domain-specific features of packet processing rather than
the hardware-specific features. As a result, the code is
easier to write and port, and, at the same time, the
compiler has sufficient information to be able to produce
efficient binaries.

We assume that the reader is familiar with the Intel
Network Processor Family [1], previous versions (SDK
3.5 or earlier) of the IXA Software Development Toolkit
[2] and the IXA portability framework [3].

FRAMEWORK EXTENSIONS

There are two prablems in the existing 1XA software
framework [3]:

1. The IXA software framework provides the software
infrastructure to help develop modular, reusable
software building blocks for IXPs. It assumes the
model in which a packet traverses from one
microblock to another, where each microblock [3]
can modify the packet content or the state associated

with the packet. In this model, it is not possible to
generate multiple packets from a single packet in a
microblock. The generation of multiple packets
from a single packet in a microblock is required for
the support of packet multicast and IP packet
fragmentation.

2. The XA software framework provides the flexibility
to port an application on IXPs ranging from the
high-end IXPs running at very high data rates to the
low-end IXPs running at lower data rates, without
any changes to the microblocks. The low-end IXPs
have a fewer number of microengines compared to
the high-end IXPs. Therefore, severa microblocks
that may run on separate microengines on a high-
end I XP may have to be combined to run on asingle
microengine when ported to a low-end IXP.
However, if these microblocks use microengine
Content Addressable Memory (CAMs) [1] for
achieving  efficient mutua  excluson and
synchronization, then combining microblocks while
they run on different threads in a single microengine
isnot possible.

We now describe the extensions designed to solve the
above two problems.

Support for Multicast and Packet
Fragmentation Features

Problem Definition

In the current framework, packet data are stored in
DRAM, and every packet has a one-to-one relationship
with the meta-data associated with it that is stored in
SRAM. Information about a packet is passed across
microblocks using a fixed meta-data structure. This
framework does not apply in a case where a multicast
packet is processed requiring multiple copies of an
incoming packet to be sent over different outgoing links.
The existing framework requires generating a new packet
buffer for each multicast copy. Copying of packet data
for multicast is undesirable because it adds to memory
bandwidth and latency requirements. Similarly, to
handle IP fragmentation, an incoming packet must be
divided into parts that are individually sent out as
separate packets. The current framework infrastructure
would again require copying of data buffers, something
that is equally undesirable. Our goa is to extend the
framework infrastructure to support new functionality
without requiring additional copying of data buffers.

To be precise, we must meet the following requirements
to achieve efficient support for multicast and packet
fragmentation features:
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A packet data buffer should not have to be copied.
Only the packet headers, which are different for all
the copies, should be copied when a packet is
multicast.

Only minimal changes should be made to the packet-
processing microblocks. Packet-processing
microblocks should not have to distinguish among
unicast, multicast, or fragmented packets in terms of
buffer and meta-data management except when a
microblock needs to process the multicast or
fragmented packets differently from the unicast
packets.

There should be no performance impact for unicast
or non-fragmented traffic. Support for multicast and
fragments should not impact the performance of
unicast or other traffic requiring no fragmentation.

Extensonsto the Infrastructure

When a multicast packet is to be sent out with multiple
copies, the only change in each copy of the packet is to
the modified header; the payload is left unchanged. The
same thing is true when an incoming packet is
fragmented and each piece is sent out as a separate
packet. Therefore, we extend the framework by adding
the concept of child and parent buffers with the explicit
goa of avoiding buffer copies, but still being able to
transmit a distinct copy of each packet. Each multicast
packet data buffer is a parent buffer. All packets
generated from the original packet have a child buffer,
containing a new packet header and a pointer to the
original parent data buffer.

Zero copy of packet data, except packet headers that are
distinct for each packet copy, can be achieved by having
the parent buffer that has data buffer and the child
buffers, storing only the packet headers, for every copy of
the multicast/fragmented packet. The child buffers point
to the parent buffer. The child buffers store modified
headers for every multicast/fragmented packet. The
parent buffer stores the common data buffer for al copies
of the multicast packet. The parent buffer contains a
refent (reference count) representing the number of child
buffers pointing to it. Figure 1 shows the structure of a
multicast/fragmented packet.

Child Child Parent
Metadata1 Metadata2 Metadata
refcnt
Maths ; Maths !
v v '
Child Child
Buffer1 Buffer2
(headers) (headers)

Figure 1: Data layout for a multicast/fragmented
packet

Every buffer has a corresponding meta-data. In the
current framework, every unicast packet has a
corresponding meta-data. We propose that every copy of
the multicast packet also has a corresponding child meta-
data. After a packet is multicast, the child meta-data is
used by all packet processing blocks and is used for
queuing of the packet. This extension needs to be
implemented in the architecture in such a way that a
child buffer for a multicast packet would not look any
different than a parent buffer for a unicast packet. This
is achieved by making the child meta-data the same as
the parent meta-data except for the fields that are not
used by the packet processing blocks. Since most of the
packet processing blocks work only on packet headers,
they can use a child buffer in the same way as they use a
packet buffer for a unicast packet. Thus, there are no
changes to the previously written packet processing
blocks: multicast or fragmented packets are treated the
same as unicast, non-fragmented packets.

As aresult of these changes, the Packet Transmit block
of the packet processing pipeline must change. Before
freeing up a buffer, the block first reads the refcnt from
the parent meta-data, decrements it, and frees the parent
buffer only if the refcnt is zero. The reading of the refent
adds one extra dependency to the packet transmit code.
However, since all packets are stored in the local memory
and then processed later, the reading and checking of the
refcnt can easily be overlapped with the existing memory
accesses, after storing a packet in the local memory. This
ensures minimal changes to the packet transmit block
and makes it possible to meet the line rate in all the
Cases.
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CAM Sharing Extension

Problem Definition

Mutual exclusion is a well-known problem for
multithreaded software. For example, in a network
processor, severa threads may be accessing the same
memory location at the same time and updating the value
at that location. These accesses and modification to the
same location have to be mutually excluded to maintain
the correct semantics. Therefore, a network processor
needs to have a mechanism to support mutual exclusion
across these threads. Folding provides a mechanism to
support this in the IXP2xxx family of network
processors. Folding uses the microengine CAM to
provide mutual exclusion on a location across threads
running in a microengine without throttling the
performance. Folding is briefly described in the next few

paragraphs.

A critical section is a part of software that involves a
sequence of read — modify — write operations on a
memory location. The read operation reads the value of
the memory location into the microengine. The modify
operation is performed after the read operation is
complete and modifies the data read from the memory
location. The write operation writes back the modified
data to the memory location. Any other thread can
perform the read operation on the same location only
when the write operation of the previous thread is
complete. Due to the non-parallel nature of “critical
section” code, it becomes a challenge to hide the latencies
involved in reading and writing the critical data from/to
the memory. Folding solves this problem by making sure
that the critical data are in the microengine when the
second thread needs them. The operations read — modify
— write are modified in folding to allow parallelism.
Threads perform al these operations in strict order. For
example, thread O performs the read operation and sends
asignal to thread 1 to perform the read operation and so
on. Thread O starts the modify operation after all the
threads have completed the read operation. Similarly,
modify and write operations are performed in strict order.

During read operation, a thread does a CAM lookup to
determine if the data from the desired memory location
are adready in the microengine. In the case of a CAM
miss (data are not in the microengine), the thread issues a
read for the data from the memory and updates a free
CAM entry to reflect that the data will be available in the
microengine. In the case d a CAM hit (data are already
in the microengine), it does not issue the read from the
memory. When every thread is done with the read
operation, the first thread modifies the corresponding
data in the microengine and stores the modified data in
the microengine. It then signals the next thread to start

the modify phase. This ensures that the next threads use
the data that have already been modified by the first
thread. Hence, only one thread modifies the data at one
time and not more than one thread works on the same
data at any one time. This ensures mutual exclusion on
the data across all threads. A thread performs write after
it is done with modify, only if it is the last thread working
on the data. From the above description we see that even
for a critical section, folding allows reads and writes to
be performed in pardlel, while alowing mutual
exclusion.

Least Recently Used (LRU) is a standard cache
replacement policy. In traditional caches that use LRU,
when a new entry is to be fetched in the cache, then the
entry in the cache that has not been used for the longest
period of timeis expunged. This scheme of replacing the
cache entry that has not been used for the longest period
is called LRU. In the state of the art, we use folding in
conjunction with the LRU method to solve the mutual
exclusion prablem. When we have a CAM miss, we find
afree CAM entry using the LRU policy implemented by
the CAM hardware to store the new data that are going to
be read. We use LRU as a replacement policy in folding
because LRU is supported by the CAM hardware and the
LRU policy meets the cache replacement requirement of
folding as long as only one microblock is using folding
at any time within the entire microengine (across all
threads).

However, with the addition of more functionality,
especially on medium to low-end performance NPs, more
than one microblock runs on different threads in a
microengine. These microblocks run independently on
different threads and are not synchronized across each
other. More than one of these microblocks may need to
use the folding technique and, therefore, simultaneously
use the CAM for the purpose. We show how a single
LRU policy across the entire CAM supported by the
hardware is not sufficient when the CAM is shared by
two or more microblocks running independently in
parallel. The single LRU policy across all the CAM
entries has the following two problems.

1. LRU might return a CAM entry that is in use by
another microblock. Suppose, there are two
microblocks A and B running independently on a
single microengine.  Assume microblock A is
running on the first four threads and microblock B is
running on the last four threads with no
synchronization across each other. When needed,
the hardware LRU would give the single LRU entry
among all the CAM entries in the microengine, even
though that entry might be in use by a different
microblock running on another thread. We cannot
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protect the two different CAM entries, one used by
microblock A and the other by microblock B. For
example, microblock A may execute its read —
modify — write sequence for an arbitrarily longer
period compared to the one executed by microblock
B. Therefore, a thread running microblock A may
need to keep a CAM entry, el, much longer than the
CAM entries used by the threads running microblock
B. Therefore, while entry el is used by a thread
running micrablock A, threads running microblock
B can run much faster and use every other entry,
making all of them more recently used compared to
entry el. This makes el the LRU even though it is
still in use. As aresult, the hardware victimizes the
entry el and makes it available to a thread running
microblock B even though the original thread is till
using el. This leads to unpredictable and
undesirable results.

2. Athread running a microblock does not know how to
evict an entry that has the data of other microblocks.
Suppose, we have two microblocks A and B running
independently and microblock B gets a free entry
that has some data previously used by microblock A.
Microblock B has to flush the data stored in that
entry before it can use the entry for its own data
Microblock B has no idea about the data structures of
microblock A and their actual location in the
memory. Therefore, it isimpossible for microblock
B to flush the old data.

In addition to the problem of using a single hardware
LRU when two independent microblocks share the CAM
in a microengine, the microblocks also need their keys to
be unique to ensure that any key of microblock A does
not match a key of microblock B. In the following
section, we propose a solution to the two problems we
have outlined.

Extensionsto Support CAM Sharing

A solution to the problem of ensuring uniqueness of keys
across microblocks is to assign keys so that a key of a
microblock does not match a CAM entry that stores the
same key of another micrablock. Our proposal is to
append a unique microblock ID to each key so that keys
from different microblocks can never be the same. We
propose that the unique ID be a four-bit constant assigned
to each microblock by the dispatch loop [3]. ThisID is
assigned to the most significant four bits of a key. That
leaves 28 hits for microblocks to use to perform CAM
searches. The number of bits required for the unique ID
can be changed without affecting any other component of
this proposal. However, we believe that it is highly
unlikely that more than 16 (maximum number
represented using 4 bits) microblocks using CAMs

independently will run on a single microengine in the
future We adso believe that a 28 bit-wide key is
sufficient to perform searches.

The solution to the second problem is to always yield a
free CAM entry when there is a CAM miss. It should be
noted that in folding, you do not need the least recently
used entry on a CAM miss; you only need one free CAM
entry that no other thread is using’. A free entry can be
identified by maintaining a simple bit vector of free CAM
entries. We propose use of the following data structures:

1. For every CAM entry, we maintain a reference count
representing the number of threads using the CAM
entry. The reference count for a CAM entry is
incremented when a thread starts using the CAM
entry. The reference count is decremented when the
thread exits using the CAM entry.

2. We maintain a bit vector, free CAM_vector, with
each bit corresponding to a CAM entry. A bit
corresponding to a CAM entry is set if and only if
the CAM entry is free. A CAM entry is free if and
only if the reference count corresponding to the
CAM entry is zero.

Identifying a free CAM entry is now as simple as finding
a CAM entry with the corresponding bit set in the
free CAM_vector. This operation can be easily done
using the ffs [1] instruction of the microengine.
Whenever thereisa CAM miss, instead of using the LRU
to find a free entry, we find the free CAM entry using the
free CAM_vector. We can partition the
free_ CAM_vector among the microblocks running in
paralel. For example, if microblock A runs on four
threads and microblock B runs on the other four threads,
then microblock A aways searches for free entries
among the first eight entries of the CAM while
microblock B searches among the last eight entries of the
CAM. This partition can be easily achieved by masking
out the bits not corresponding to entries allocated to a
microblock.

Assuming that every thread can only use one CAM entry
at a time’, every microblock should be alocated a
number of CAM entries at least equal to the number of
threads running the microblock. In genera, if every
thread running a microblock can use a maximum of n
CAM entries at atime, the microblock needs a number of

! When we say that a thread is using a CAM entry, we
imply that the thread isin one of the “read,” “modify” or
“write” operations for the data pointed to by the CAM
entry.

2 Thisistruein all the reference microblocks we have.
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CAM entries = n * (number of threads) running the
microblock. Using this method, one can easily see that,
every time there is a CAM miss, there will always be a
free CAM entry among the CAM entries allocated to the
microblock. For example, assume that we allocate each
microblock the maximum number of CAM entries (n *
(number of threads)) needed across all the threads
running the microblock. Therefore, every time thereis a
CAM miss, the thread asking for a free entry must not be
using al the n CAM entries allocated to it. Therefore,
less than n * (number of threads) entries must be in use
leaving at least one free CAM entry. If more than n *
(number of threads) are allocated to a microblock, it can
rotate the free CAM_vector to use al the CAM entries
allocated to it to achieve more caching. However, a
minimum of n* (number of threads) entries are required
for the folding algorithm to work.

We just described the extensions for the support for
packet multicast and fragmentation and CAM Sharing in
the IXA Portability Framework that eases the software
development on the IXPs. To further ease the
development of the software on the IXPs, we have several
advanced features in our development tools and a new
programming language. We discuss them in the next
sections.

ADVANCED TOOLSFEATURES

The Developer Workbench was introduced three years
ago with the first IXP generation, the 1XP1200. It has
since been upgraded to support the most recent
generations of IXP chips, the IXP2400, the 1 XP2800, and
others. The Developer Workbench represents a major
step in debug technology, with a patented graphical user
interface for the presentation of multiple hardware
execution threads, simulation history, and simulation
status. It is a tool suite that integrates project software
organization, chip configuration, microcode assembly, C
compilation, linking, packet generation, cycle-accurate
simulation, source-level debug, queue status monitoring,
and simulation thread history. The tool suite has
established a reputation as the leading development
environment for network processors.

So far, our tools have provided a view of the software
executing with no specia features added to take into
account the application domain. However, with network
processors, the objective is clear. The application is
working on packets or cells, forwarding data in a network
environment. With thisin mind, we are making the tools
more application friendly, to make debugging more
packet-centric.

Architecture Tool

When deciding which IXP chip to use, or whether to
even select one of Intel’s IXP processors for a network
processor-based system, there are many issues to
consider. Will the application code fit in the
microengine? What processing stage partitioning will
likely meet the line rate requirements? Will the desired
memory accesses per packet fit within the bandwidths
supported by the chip? How many microengines will be
needed to support the desired line rate? These questions
and many more can be answered by the new IXP
Architecture Tool.

Figure 2 shows the packet processing stage block
diagram for a POS OC-48 design. Using the IXP
Architecture Tool, the user can lay out the partitioning of
the design, specify data structures and task flow, and
finally run analysis to determine whether the design
“fits.”

POS_Rx_DL_Sink

PPP_Decap_Classify IPvd_Forvardar IPwa_DL_Sink

IPwd Packet Prosessing G0:1,2- G1:1,2

Scheduler

QM Transition

fessa
Handlar

Read Packets
In Flight

&N scheduier c1o

Figure 2: OC-48 design using the ar chitecture tool

The Architecture Tool alows one to determine the
feasibility of a design, before embarking on the full-
blown project. With the major partitioning done,
programmers can be assigned in paralel to work on
coding the various blocks. In addition, the Architecture
Tool views of code partitioning and data structures make
it easy to determine where previous code can be reused
(for example, micrablocks from the IXA Software
Framework), and where new code needs to be written.

Once feasibility has been proven, the Architecture Tool
can be used to create a skeletal Developer Workbench
project. With this as the implementation starting point,
code can be written, compiled, and readied for debug.
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Packet Generation

We have developed and added a new packet generator to
the Developer Workbench, called PacketGen. PacketGen
provides the capability to continually source and validate
packets, according to the specification of plug-in protocol
modules that define protocol types and a traffic
specification of packet grouping into flows. The flows
correspond to connections in ATM or TCP/IP. The
headers can be layered for aflow in any order, and flows
can be bundled within other flows.  Sequencing
algorithms include round-robin, token-bucket, and
random order. There are many choices for setting the rate
on a flow, from simple peak rate to the detailed
parameters of an ATM TM4.1-based flow specification.

Packet Status View

Previously, finding a packet in a simulation was a
laborious effort unless you were the actual designer of the
code, in which case you would have known where to set
the breakpoints to stop execution at key packet processing
milestones. Even so, debugging and tuning the design
involved many reruns of simulation and many attempts to
capture data that would lead to the cause of a problem. It
was far more difficult to debug another’s code. To speed
up the debugging and performance tuning tasks of the
project, a packet profiler has been added to the Developer
Workbench. The packet profiler provides the capability
of tracing packets from packet generation, through many
events in the IXP chip simulation, al the way to
validation of output packets after transmit.

Figure 3 shows the new packet status view. Thisview is
the starting point for packet-centric debugging. It shows
the state of a packet, such as whether it has been received
into the chip, transmitted, derived from another packet,
or dropped. If it was dropped, the reason is displayed. If
validation caught an error, such as an invalid header
format, the symptom information is displayed.

1]

Packet List

Packet I Type_ | Steus | Disposiion
recaived valickted ok

[ GeneratosValidatar aliributes [ «]

recaived valicksted
recaived | {ransmittad
recaived dropped @S error
derived transmittec -
received active

received active

Payload error

R i e

Iy
| | | | caf ko) ~

Figure 3: Packet statusview

When the user sees a problem in the packet status view, a
line can be highlighted to flag the “packet of interest.”
At this time, a right click will take the user to the code
associated with a major event, such as received (first code
to work on that packet), or transmitted (last code to work
on that packet).

Event View

A packet may actually be in the chip for several thousand
cycles. Having two major events (transmitted and
received) four thousand cycles apart narrows it down
somewhat, but there is still much tracing to do.

The filtered event view is shown in Figure 4. Normally,
this is a very big list of al history events, including
memory reads/write, processing started on a piece of code
by a thread, processing started on a microblock, packets
received and transmitted, and other events. By selecting
the Filter by Packet choice in the events dialog box, the
number of events is now trimmed to just show those
eventsinvolving the “packet of interest.”

eent ]
<unamed> =] [0 Fier by packet. [ 15835

Cycle h Tope Attbutes.
15005 a

15008
15005
15067
15086

Figure 4: Packet eventsfiltered

Now the user can right click to go to the exact places in
the code associated with these events, and can then verify
major checkpoints along the packet’s life as it is being
processed by the application.

Packet Dataflow View

Previoudly, the thread history view was the primary
debug window for watching the behavior of threads.
This provides horizontal lines, one per thread, for up to
128 threads. The user could scan backward and forward
in time and observe memory access events from request
to completion. Also, the user could place labels in code
to signify important code points and select them for
display on the thread line of the thread history window.

Taking the history window paradigm further, Figure 5
illustrates the packet dataflow view concept. Instead of
threads running horizontally in the window, there are
packets displayed. 1n addition to memory references, the
data values of the memory reference are shown. Finally,
the microblock partitioning is front and center, showing
the flow of code for a given packet.
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Packet Dataflow View
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Figure 5: Packet dataflow view

The interaction of more than one packet can also be
shown, such as access to the shared data in critica
sections.

Using the packet dataflow view, the user can see a a
glance the actual design running as envisioned in the
Architecture Tool, with tasks and data structures.
Erroneous data in data structures, such as bad packet
data, incorrect table entry, or wrong inter-thread
communication will be shown in this view, thus
eliminating many steps of finding and looking up data
values.

Conditional Breakpoint

Previously, only unconditional breakpoints could be
placed on specific lines of code. The GUI supported a
selection of microengine contexts for the breakpoint to be
applied. This typical debug procedure was a time-
consuming process of manually stepping through
breakpoints until the desired condition occurred. Figure
6 shows the breakpoint editor enhancement, which
provides atrue conditional breakpoint capability.

The editor provides a function wrapper for the
breakpoint. From within the function, the user can access
and set all simulation states, including microengine
register variables and memory values. It is even more
powerful, in that registered console functions for any
foreign model can aso be called. It acts just like a
function defined in the command line G-Interpreter. In
this example, the breakpoint function accesses the IP
destination address variable, tests whether it is within a
range of values, and breaks only if the condition is
satisfied.

i Breakpoint Properties

Chip:  <unnamed: K

Microengine:  Microengine 0.0
Instruction address 231
Thread window line number; 1234

Cancel

Remove

Il

¥ Enabled

& applies to all contexts in microengine

~ Applies only to microengine contexts checked bealow
I™ Contest 0[Pkt Froc Thread 0] = Comtext 4 (Tikread4]
I Contest 1 (Threadl] = Cortext 5 (Tihreads)
I Contest 2 (Thread?] = Context B [Tihreads]
I~ Contest 3 Threadd] = | Contest 7 (Thiead?]

¥ Call conscle function to determine whether to break

" Call existing function named below, defined in script or forsign modsl

int I [sting chip_name, int me, int ctx, int PC)

& Call new breakpoint-specific function defined below
ink __wh 0 231_func{string chip_name, int me, int ctx, int PC)

int da = Dbg_GetYariable"100781ds", chip_name, me, ctz, PC, 0); ;I
it [[da =0 && [da < Ok |

return 1

1 else retum 0;

" o

Figure 6: Breakpoint propertiesdialog

The conditional breakpoint can be used to mark packet
events as well, such as the creation of derived packets for
multicast, the notification for a dropped packet, or it can
tag that a packet processing stage has been entered.
These events will show up in the packet events view.
Major events, such as packet derived or dropped, will
show up in the Packet Status View.

As we described earlier, when the event has appeared in
packet status or events view, tracing a bug is a simple
matter of highlighting the “ packet of interest” in either of
these two windows, and right clicking to go to the code
that caused the event.

Instruction Operand Trace

Previously, when simulation had stopped, the user would
scan through the code in thread list view, hovering over
variables to find one that was not “right.” Sometimes
this could be accelerated by using the editor's find
feature, with the guess that the previous setting of a
register was in the up direction and in the same context
and microengine. To speed up the tracing of variable
values, the instruction operand trace feature is added to
the Devel oper Workbench.
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Figure 7 shows the use of instruction operand tracing in
the thread list view.
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Figure 7: Instruction operand tracing

When the user selects the backward trace to the previous
write of an operand, the thread list goes to that code line,
and the current “cycle of interest” is changed for all event
and history views. If another microengine wrote the
operand (e.g., a next-neighbor write), the thread list view
will bring up the thread in the other microengine and
scroll to the line of code that initiated the write. This
saves a couple of steps in the search; plus, it takes the
user quickly to the cause or the result.

Considering the hundreds of times a user tries to trace
operand values during design test and validation, the
cumulative effect of instruction operand trace feature
results in a significant time saving.

Tool Enhancements Summary

The tool enhancements provide a major step forward in
network processor tool technology. Collectively, they
shift the focus of development toward the application
domain. They provide a packet-centric approach to the
design and debug of network processor applications. In
this paper we presented the following tool enhancements:

Architecture Tool, for top-level partitioning and
feasibility analysis.
Advanced Packet Generation, for continuous

generation and validation according to extensible
protocol plug-ins.

Advanced Packet Profiler, with packet list view
summarizing packet status and providing hooks to
other graphics views.

Comprehensive Event History, with filtering and
instant jump to associated code.

Packet Dataflow View, extending the Packet Profiler
with presentation of packet code flow and associated
data structures.

Conditional Breakpoint, with full access to
simulation states and simulator console functions.

Instruction Operand Tracing, with fast jump forward
or backward in simulation history.

So far, we have discussed incremental extensions or
enhancements to the IXA software framework and
development tools. However, we have also been
investigating some long-term directions in simplifying
the software development by developing a next-
generation, packet processing language.

NEXT-GENERATION PACKET
PROCESSING LANGUAGES

Why Build A New L anguage?

Network processing (NP) systems are designed to meet
two, often conflicting, requirements: support of a large
number of high-bandwidth links, and hence large system
throughputs and, at the same time, offer a wide range of
services. To meet these requirements simultaneously,
NPs support mechanisms such as multiple processor
cores per chip and multiple hardware contexts per
processor core that enable them to process network
packets at high rates.

Currently, the languages used for programming these
systems expose much of the hardware details to the
programmer.  Hence, to develop high-performance
packet processing applications on such systems,
programmers are required to become intimately familiar
with the hardware and develop hand-tuned code for
managing NP resources.

One solution to the above problem is to take a general-
purpose language such as C and enhance it with new
constructs and programmer-specified annotations to
allow representation of independent modules and their
interactions. In this approach, the compiler uses the
information gleaned from the use of new constructs and
program annotations to automatically map a sequential
program onto multiple processing cores and threads. A
programmer is still responsible to map various data
structures in different parts of the memory hierarchy.
IXP C is such an extension to the standard C language
that has been described elsewhere [7].

In this paper, we describe yet another approach that hides
amost al the hardware details by taking an existing
general-purpose programming language and extending it
with domain-specific features, to enable both the
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programmer and compiler to build efficient network
systems. Here we describe the vision of such a language
called Baker.

What is Baker?

Baker is the programming language for a network
application development environment currently being
researched, called Shangri-la. Baker is a domain-specific
programming language in that, although it is based on C,
it has many packet-processing specific features added to
it. These features not only make the job of the
programmer easier but they also narrow the scope of
possible applications the compiler needs to handle, and
expose critical information enabling the compiler to
make informed decisions and generate efficient binaries.

Domain-Specific Features

The domain of packet processing has several key features
that differentiate it from other problem domains. In the
packet-processing domain, the code and data are usually
highly independent. NPs have been designed with
multiple cores and multiple hardware threads in order to
take advantage of this independence, and to be able to
execute much of the code in parallel. This resultsin one
of the most difficult jobs of the developer: partitioning
the program among the cores and threads.

Baker exposes this concurrency of the data by explicitly
representing packets in the language, and exposes
concurrency in code through a data flow model.

Packets

The majority of the work done in NP systems involves
working with the data and metadata of packets. Baker
treats packets as first-class types in order to identify to
the compiler data that is independent, and hence
paralelizable. This enables the compiler to optimize
code working with this data. It aso gives the
programmer a higher level view of them, simplifying the
code.

Data-Flow

One of the challenges of programming multicore
multithreaded systems is determining how to partition
the application in such a way that it can be executed over
the cores and threads to take advantage of the highly
threaded hardware and still keep the code reusable.
Much research has gone into compilers that can
automatically partition programs written in general-
purpose languages, but this is generally ineffective in this
domain because these compilers must make conservative
assumptions about the independence of the code and
data. Baker’'s approach to this problem is to use a data
flow model. In this model, a programmer can make it

known to the compiler which pieces of the application
are reasonably independent and therefore can be run in
paralel. With the addition of knowledge of packets and
their independence, the compiler can then lay these
pieces out on the cores and threads as it sees fit.

In a data flow model, many functional units, or actors,
are linked together to form a greater application. These
actors process their input and produce outputs, analogous
to the pipe and filter model in a UNIX shell. Baker uses
the concepts of Packet Processing Functions (PPFs), and
channels for describing the data flow, which are heavily
influenced by the language Click [4]. The programmer
writes several reasonably independent PPFs to do the
work of a network application and connects the PPFs via
channels in amodule. A module is a collection of PPFs
and channels. A PPF is an actor in the data flow model
and contains the data and functionality for a small piece
of a network application. PPFs can have any number of
inputs or outputs that are later connected to other PPFs
by channels. Channels are typed, unidirectional
interconnects that may or may not be synchronous.
Because the definition of a channel is very open, the
compiler is free to replace them with whatever construct
it deems optimal for a particular system.

Figure 8 illustrates a simple L3 switching module
described in a data flow model, containing three PPFs,
and the following code snippet represents how its
definition would be written in Baker.

output_chnl

}—»

input_chnl
—

bridge_chnl

Figure 8: An L3 switch module

/1 L3 switch nodul e
modul e L3Switch {

ppf L2C's; [//forward decl arations of
ppf L2Fwdr; //required PPFs

ppf L3Fwdr;

channel s {

i nput packet input_chnl;
out put packet output_chnl;
}
wiring {
//equate this npdul e's external channel
//endpoints to internal PPFs’
input _chnl = L2d s. i nput_chnl;
out put _chnl = L2Fwdr. out put _chnl ;
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out put _chnl = L3Fwdr. out put _chnl ;

//bind internal PPFs channel endpoints
L2C s. bridge_chnl -> L2Fwdr. i nput _chnl;
L2C s. forward_chnl ->L3Fwdr.input_chnl;

}

//modul e’ s data
route_tabl e_type route_table;

//modul e’ s interface
void add_route(route_t r);
voi d del _route(route_t r);

H

In this example, the L3Switch declares the PPFs that it
contains and binds their channel endpoints together.
This binding defines the processing pipeline for this
module.  The L3Switch aso exposes two channel
endpoints of its own. These endpoints are equated to
endpoints of internal PPFs, alowing the module to be
used by another developer without knowing its internal
details. Any packets sent to the modul€’'s input channel
will be sent to the L2Cls PPF. This wiring concept is
borrowed from the nesC [5] language developed for
TinyOS [6].

Consequences of Partitioning a Baker
Application

Once the application is written, the Baker compiler uses
knowledge about the packets and data flow (actors and
channels) to partition the code among the processors and
threads of the NP.

Many PPFs are capable of being replicated and run on
many cores simultaneously as long as the data that they
are working on is reasonably independent. Baker
assumes that all packets are completely independent, and
thus all PPFs may be replicated. If packets worked on by
two or more PPFs are interdependent, then a programmer
must specify ordering criteria for the packets in the
definition of the input channel of the PPF.

Given that the code of the network application may be
run in parallel in away that is completely determined by
the compiler, the programmer must understand at all
times that any code may be run by any number of threads
simultaneously. Therefore, a Baker programmer must
take precautions, such as using locks, to protect any data
that may be shared to avoid problems.

Portability

One advantage of a domain-specific language such as
Baker, isthat it can aid in the portability of applications.
Specifically, by abstracting the key aspects of the
hardware, the programmer no longer becomes concerned
with the exact processor configuration in the NP.

To this end, Baker presents an abstract hardware model
to the programmer to simplify both the programming and
porting of applications. The basic model is one that is
multithreaded with a flat, shared memory. Although the
model is multithreaded, the programmer has no control
over or knowledge of the threads. This lack of control is
important to avoid burdening the compiler with the task
of automatically synchronizing access to shared data.
Rather than try to solve the hard problem of building a
compiler that can analyze code to automatically find any
synchronization issues on its own, Baker |eaves that work
to the programmer. Because the programmer knows the
system is multithreaded, all global or shared data must be
protected via locks.

The flat memory model presented to the programmer
simplifies coding as the developer no longer has to place
variables in one of any number of memory types and
locations, or write the accompanying specialized
accessing code. The compiler can automate the task of
mapping data structures to memory types, for example,
using knowledge such as which memory accesses are for
packets and which are not.

As an example of portability, let’s consider how Baker
enables programmers to work with packets without
dealing with different memory types or packet buffer data
structures. Baker alows the programmer to define
protocol header templates, and then access packet data
using protocol fields and severa built-in functions. A
protocol header template is much like a struct in C,
except that there are no types to each field, only sizes,
and some specia features have been added to handle
special cases, such as optional fields.

An example of a protocol definition for EthernetSNAP,
and the subsequent packet access through that protocol is
given below:

/1 The LLC and SNAP subfield
field LLCSNAP {

DSAP : 8;

SSAP : 8;

Control : 8;

Vendor : 24;

Local Code : 16;

p’rot ocol Ethernet2 {

dest : 24;
src 24
len : 16;

snap : anyof {
{ len > 1500 }: O;
defaul t: LLCSNAP;

}

denmux { (len<1500)?len: 14 };
H
Here we have defined two structures, one a protocol and
the other a sub-field of a protocol. Elements of each are
given a name and a length in bits. The ordering is
important, as each field is found in the packet by the total
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number of bits used up before it. The compiler generates
the correct code to access the bits in the actual packet
when the protocol is used by the programmer, no matter
how the packet is represented in memory. Protocols are
allowed to define pseudo-fields, which do not affect the
placement of the regular fields, but give a tool to the
protocol developer to ease the burden on the
programmers using it. The anyof directive isaway for a
protocol to have optional fields. Here, the field snap
takes on the properties of either a zero length field or of
an LLCSNAP, depending on the evaluation of the cases
of the anyof. The demux pseudo-field is a required field
for al protocols which alows the compiler to generate
the code necessary to find the next encapsulated protocol.
Depending on the value of len, the next protocol header
can be found either len bytes or 14 bytes after the
beginning of this header.

|l exanmpl e function using the above protoco
voi d process(Ethernet2_packet_t* p)

| Pv4d_packet _t* ip
if (p->len < 1500)
processSnap(p)

i p = packet _decap(p)
if (ip->version == 6)
processl Pv6(i p)
el se
processl| Pv4(i p)

Notice the new types, Ethernet2 packet t and
IPv4_packet t. Once the compiler has parsed a protocol
definition, it creates new types for them, which are
subtypes of the built-in packet type. The fields are
accessed just as the fields of a struct would be, which
makes coding very simple, and hides any implementation
details. The packet_decap function uses the required
demux field to find the next header and returns a pointer
to the protocol found there. Notice that whether or not
there was a SNAP header, the code to decapsulate is
exactly the same.

Given that no details are provided to the programmer, the
compiler is free to make any optimizations to the
handling of packets and data. And if anything changes,
or the code is targeted to a system that handles packets
completely differently, then al that is required is a
simple recompile.

CONCLUSION

We first identify the limitations of the current IXA
software framework and development tools, and then
describe the incremental enhancements as well as some
breakthrough research in providing much better tools to
an I XP developer. We describe simple extensions to the
framework to overcome these limitations without
affecting performance. These extensions facilitate the

development of new applications (such as multicast,
fragmentation) using the IXPs while supporting seamless
portability between very high-end and low-end 1 XPs.

In addition, we describe features of the advanced tools.
Collectively these features shift the user’s focus toward
the application domain of packet-centric processing, and
away from the hardware details. Rather than having to
remember the relationship between application code and
microengine/thread assignments, the user can now focus
on the progress of test packets and major application
events. The user can instrument code and create special
events that can also be traced.

The packet-centric approach enables instrumentation of
code without inserting hardware-specific hooks.
Therefore, the instrumentation portion itself is aso
portable. The new packet-centric events and dataflow
views also help in debugging the same design that has
been ported across I XP versions.

Finally, we discussed future directions in packet
processing languages that provide benefits to both
programmer and compiler writer, and gave a brief
overview of how to realize some of these directionsin the
Baker language. Only afew of the advantages and tools
it provides for easing the development of packet
processing applications are discussed here.  Although
much research remains to be done on Baker and its
compiler environment, Shangri-la, we aready see
promising results in related technologies such as the
IXP-C[7].
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