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ABSTRACT

In the near future, homes will be equipped with wireless
networks that bridge data and consumer electronics
networks, interconnecting desktop PCs, mobile laptops
and handhelds, High-Definition TVs (HDTVs), DVD
players, camcorders, and other multimedia devices. This
environment  introduces new  wireless network
requirements, including high and dependable bandwidth,
low latency, and coverage throughout the home. Multi-
hop wireless technology offers unique benefits for
creating a high-speed, robust home wireless network.
However, to support these demanding usage models,
significant wireless networking innovations are required
across the physical, MAC, and routing layers, and
solutions need to be found for higher level issues such as
Quality of Service (Qo0S) guarantees, device discovery,
and security. In addition, user acceptance of multi-hop
wireless networks will require ease of installation. Intel
R&D is currently researching self-organizing multi-hop
wireless networks for home environments. This paper
introduces the technologies and tradeoffs needed to
create a multi-hop wireless home network, identifying
benefits and limitations. In particular, we describe usage
scenarios and assumptions that drive the requirements.
Finally, we provide an outline of the key technology
problems that must be solved and recommend the
necessary next steps to make thisvision areality.

INTRODUCTION

Wireless Local Area Network (WLAN) technologies are
beginning to gain a foothold in the home computer
market. Wireless networks allow the home user to share
data and Internet access without the inconvenience and
cost of pulling cables through walls or under floors and
without unsightly network jacks. Pulling cables and
installing new network jacks are particularly challenging

in existing homes and apartments. In addition, wireless
LANSs provide the convenience of untethered computing
for laptops and handhelds from anywhere in or around a
house.

The benefits of wireless need not be limited to computer
networking. As the bandwidth of wireless networks
increases, audio/video home entertainment will be the
next target, replacing device-to-device cabling as well as
providing distribution throughout the home. Rather than
maintaining separate networks for different types of
devices, as is common with wireless LANs and cordless
telephones, a unified technology is desirable to reduce
the cost and complexity of installation and to allow
cross-device communication and functionality.  For
instance, a consumer should be able to insert aDVD into
a player in the living room and watch it on a TV in the
bedroom or on a laptop on the back porch. Such a
network will need to span the entire home, allowing any
two devices to communicate. Figure 1 below shows
typical devices in a home: entertainment devices,
HDTVs, DVD players, game consoles, PCs, and laptops.
A multi-hop network that interconnects these clusters is
also shown.

Figure 1: Devicesin atypical home clustered in
variousrooms
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In a multi-hop network, a node transmits with low power
to reach nearby neighboring nodes (routers), which will
forward the data toward the intended destination. Using
a multi-hop network provides significant benefits
assuming alimited channel capacity. The alternativeisa
single-hop network, where each device transmits with
enough power to be received by any other device in the
home. When two devices transmit simultaneously, the
resulting channel contention can limit capacity in a high-
bandwidth environment. The typical solution to this
problem is to divide the channel into subchannels by
some combination of frequency, time, or coding.
Dividing the channel into N subchannels alows N
devices to transmit without contention. However, each
of these subchannels will have a capacity of at most 1/N,
which must be sufficient to carry the desired traffic.

Multi-hop networking, on the other hand, increases the
aggregate capacity of the network by using lower
transmit power to only reach nearby neighboring nodes.
This alows channel re-use, thereby improving spatial
capacity. By using lower transmit power, devices at
different locations can transmit simultaneously without
interference. Thus, despite a limitation of N channels,
more than N devices can potentialy transmit
simultaneously without contention.

In addition to preserving spatial capacity, the low-
transmission power requirements of multi-hop networks
allow them to support higher bandwidth despite Federal
Communications Commission (FCC) regulations that
[imit maximum transmission power. At a given
transmission power level, the number of reception errors
increases as transmission distance increases, due to a
diminishing signal-to-noise ratio. To allow transmission
over greater distances, wireless devices use variable
forward error correction encoding schemes or step-down
to simpler modulation schemes [4]. These schemes
result in a decrease in channel capacity as the
transmission distance increases (Table 1). Multi-hop
networking avoids this problem by transmitting data over
several short hops rather than one large hop.

802.11a | 802.11b 802'11 UWB
5m | 54 11 54 660
om| 48 11 54 188
2om | 36 11 48 20
3om | 24 11 3% 5
a0m| 18 5 24 2
som | 12 5 18 1
gom | 9 2 12 05

Table 1. Raw channel capacity (in Mbps) for several
wireless technologies at various communication
ranges. Higher bandwidths are available at shorter
distancesirrespective of the technology or standard.

Multi-hop communication also provides greater
redundancy. When the network is dense, each device
can have many neighbors within communication range,
potentially creating multiple paths between two
communicating devices. In the presence of localized
interference or attenuation, such as a person standing in
a room, a multi-hop network can route data along an
alternate path. In a single-hop network, it is not possible
to route around interferences or degradation between
two devices.

While multi-hop networking solves many problems,
many challenges remain before it can become a reality.
In particular, a home multi-hop networking environment
must be self-administered and cannot require the user to
be technologically savvy. Currently, the installation of
even a single-hop wireless LAN is a challenge [8] [10].
Identifying the optimal location for access points,
selecting communication channels, setting the transmit
power, and enabling security all require a high level of
technical expertise and engineering.  This paper
discusses approaches to these and other issues in the
context of multi-hop networking. While we do not offer
definitive solutions we do suggest a number of research
directions that will help to make high-speed multi-hop
wireless networks for the home areality.

USAGE SCENARIOSAND
REQUIREMENTS

Thefirst step in the process of creating deployable multi-
hop networks is to identify the requirements of the home
network based on network usage scenarios. Home
networks may be deployed in avariety of domains:

» asmall house, well separated from other houses
e an apartment in an apartment complex

 a large suburban house, with computer-savvy
children

* atownhousein arow of townhouses
» acollegedorm or other similar facilities

Each of these domains may be viewed as a collection of
interconnected clusters of devices. We need to answer
three questions in connection with this network. First,
how does a user ingtall a network in a diverse home
environment and maintain interoperability? Second,
what are the traffic characteristics of devices and
applications in this network? Third, how do multiple
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networks co-exist in each domain? The following
subsections explore each of these questions.

I nter oper ability Requirements

The interoperability issue is not unique to multi-hop
wireless networks. However, any multi-hop solutions
must account for the diversity of devices in the home
network. In the future, several classes of wireless
networking devices will be purchased by consumers for
installation in the home. Consumer electronics and
computing devices such as DVD players, televisions,
remote-control devices, and handheld computers will
come with radios pre-installed (e.g., Radio Free Intel
[11]).

In the home environment, the wide range of types of
equipment means that we cannhot use the same radio
everywhere. In many cases, wireless interfaces included
in home products should be optimized for a particular
task, such as short-range wire replacement [1] [2]. But
even these interfaces are diverse. For example, using an
expensive high-bandwidth radio on a wireless keyboard
is wasteful and will result in a needless increase in cost.
On the other hand, a high-bandwidth radio might be
appropriate for a DVD player as the increased cost will
be small relative to the total cost of the device, and it
would support the high-bandwidth usage requirements of
the player.

In order to support this rich diversity of devices, the
multi-hop network must interface with each kind of
device.

Installation Requirements

To enable longer-range multi-hop communication
between devices distributed throughout the home, we
envision the use of specialized low-cost router devices.
Such routers might be packaged in compact form-factors
that can be conveniently installed by plugging them into
power outlets throughout the home. External add-on
radios will convert legacy devices such as home
appliances and older audio and video equipment into
wireless-enabled devices.

For a non-technical home or apartment dweller to install
and configure a home network, it is imperative that
multi-hop wireless networking not increase the
installation complexity of consumer electronics
equipment. Given the large variation and
unpredictability of Radio Frequency (RF) propagation in
different deployment environments [6] and given the
lack of technica expertise by typical instalers
(homeowners), tools to aid in correct deployment will be
very important to ensure good connectivity between
devices.

Traffic Characterization

Traffic in this network may be generated by a variety of
applications ranging from Internet browsing, data
backup, and telephony, to entertainment and gaming.
These applications generate a range of traffic patterns.

Interactive traffic: PCs, laptops, and handheld devices
will require regular Internet access over a home
broadband connection. For applications such as Web
surfing, digital photos, and e-mail, bottlenecks are likely
to remain in the Internet or on the broadband connection.
This traffic has more stringent latency requirements but
less stringent bandwidth requirements than entertainment
applications.  Traffic generated by devices such as
wireless mice and keyboards require very low latencies,
but these devices are likely to require only single-hop
communication over a short distance.

Bulk traffic: Applications such as data back-up, network
file storage, and printing require higher bandwidth and,
unless metered, may even saturate the available
bandwidth. Such traffic would require less priority than
interactive applications.

Audio applications. Cordless telephones are common
today. Extending these devices to support Internet
telephony is a logica next step. This class of
applications would require low latency and uninterrupted
connectivity while roaming throughout the home.

Entertainment-quality traffic: Audio Visual (A/V) home
entertainment devices such as High-Definition TVs
(HDTVs), DVDs, stereos, camcorders, multi-media PCs,
and musical instruments require high bandwidth. Many
of the usage scenarios call for communication in close
proximities, but the ability of users to store legal digital
content in Personal Video Recorders (PVRs) for
distribution around the home introduces a traffic pattern
beyond device clusters.

This discussion demonstrates the need for different
traffic classification and prioritization within the nodes
and the network. We have demonstrated the need to
support low-latency and high-bandwidth real-time
applications. For multi-hop networking to be useful, it
must be able to provide sufficient bandwidth in order to
differentiate itself from single-hop solutions.

Coexistence

When multiple networks exist within radio range of one
another, these networks must be able to coexist. This
situation typically occurs in high-density housing
(apartments, college dorms, townhouses). The
coexistence question is not unique to multi-hop networks
[23]; these networks make the problem harder to solve
by requiring a solution at every node in the network.
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Coexistence imposes specific  requirements  for
channelization, routing, Quality of Service (QoS), and
security.

Channélization

One possible approach to coexistence is the possessive
one: “1 use my network for my devices and you use your
network for your devices.” Possessiveness may lead to
disaster when it comes to channelization. If two
neighbors choose channels for their networks
independently, nothing will stop them from choosing the
same channels and thus interfering with each other [13].

Channel selection must be cooperative and, to minimize
the human administrative effort, should be achieved
automatically by the network devices without requiring
the network owners to meet and make plans. In a dense
enough apartment complex, a network owner might not
even know which neighbor is running the competing
wireless network.

Figure 2: Two neighboring networ ks where Nodes 1
through 7 belong to one apartment and Nodes A
through F belong to the adjacent apartment

Routing

If the two networks in Figure 2 must remain isolated, the
dotted links will not be used. As a result, each network
will offer lower performance to its owner than if the two
networks were to cooperate in routing. For example,
consider the network shown in Figure 2 and assume that
the wall shown does not attenuate the signal any more
than the internal walls in each apartment (not shown in
the figure). Also assume that message transmission time
is proportional to the square of the distance covered.
Using a simple simulation, we get a throughput
improvement between nodes {1, 7} and {2, 3, 4, 5, 6} of
a factor of 3.6, while end-to-end latency improves by a
factor between 1.5 and 1.9. For link A-B, the throughput
improves by afactor of 1.5, and the latency improves by
afactor of 1.6. While this result is based on a simplistic
simulation, it illustrates the fact that cooperation between

coexisting networks could give enough performance
improvement to warrant the effort.

Quality of Service

Even an isolated network requires QoS routing to
support streaming audio and video [19]. To achieve the
desired QoS in a multi-hop network, every node needs to
cooperate with its neighbors whether it is owned by the
same user or not. Using low-power radios reduces the
severity of the problem by limiting the range, and
therefore reducing the number of crosswall radio
neighbors. If we alow neighboring networks to
cooperate in order to gain a performance advantage, then
we must ensure fairness of network usage. This, too, isa
QoS problem that depends first on defining “fairness.”

Security

In a multi-hop network, security is required to enable
four mgjor protection functions:

End-device and router introduction: When new end-
point devices (e.g., DVD players and music jukeboxes)
or router nodes are added, their introduction must be
authenticated. This essentially determines the notion of
who owns a particular device. This problem is not
unique to a multi-hop network, but solutions to the
introduction problem must work across the network.

User data integrity and secrecy: Link-level encryption
has been proposed for the protection of both data and
access in single-hop networks [4].  As discussed in a
later section, end-to-end encryption is more appropriate
for protecting user data than link-level encryption.

Device control and authentication: Commands sent to
devices in a network must also be authenticated. In a
wireless network, it is particularly important for end-
devices to authenticate users before granting access and
control  permissions. For example, nodes in a
neighboring network should not be allowed to control
the television next door, nor should they be able to
access personal home movies stored on a neighbor's
media server.  These issues must be solved in the
context of a multi-hop network.

Network authentication and coexistence: Solving the
network authentication problem is especialy important
with respect to the coexistence problem. A hostile
neighbor or intruder could introduce inaccurate routing
information or inject an unauthorized traffic load.
Packets containing routing updates or QoS-protected
streams must be authenticated. Implicit authentication
by encryption is a poor substitute for real authentication.
Moreover, relying on link encryption is a poor choice in
multi-hop networks as end-devices lose access to origin
authentication information.
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SOLUTION SPACE

In the previous section, we identified the requirements
for interoperability, installation, supporting home multi-
media traffic, and coexistence. This section looks at the
solution choices and tradeoffs that meet these
requirements.

I nteroper ability

In the requirements section, we noted that a typical home
could have a variety of devices using a mixture of
Physical layers (PHY) and Medium Access Control
(MAC) layers, not necessarily directly interoperable. In
this diverse home environment, we envision a multi-hop
network, using dedicated homogenous router devices.
These routers use the same PHY/MAC layer for inter-
router communication.

Using the same PHY/MAC in the multi-hop backbone
provides an opportunity to better control the network,
which makes it easier to provide entertainment-quality
connectivity throughout the home. However, the multi-
hop network must still interoperate with the wide variety
of home devices. As shown in Figure 3, the leaf nodes
of the multi-hop network must support every possible
PHY/MAC standard that may be used in the home.

Figure 3: A multi-hop backbone must interface with
multiple PHY/M AC layersin the home

This issue leads to an important cost-complexity
tradeoff. Providing every possible PHY/MAC hardware
implementation in each router node is smply too
expensive. Creating many different kinds of router
devices, each with a particuar PHY/MAC
implementation increases the complexity of the
installation and limits support for mobility. An
aternative is to create one type of device (or a small
number of them) combining a limited number of
PHY/MAC choices based on the likely set of home
devices. The cost of this approach needs to be traded off

with a third approach that makes use of reconfigurable
radios.

Reconfigurable radio, or Software-Defined Radio (SDR)
technology, allows a single piece of silicon to be
reconfigured to implement many different PHYs and
MACs. Such aflexible radio can alow interoperability
with alarger set of end-point devices at alower cost than
including multiple radios in the same device. More
information on reconfigurable radios and network
configuration protocols needed to support self-
configuration in the network may be found in Appendix
A; these issues also apply to single-hop networks.

Multi-Hop Network Installation

Using software-defined reconfigurable radios will
address the issues of legacy equipment and non-
interoperable wireless standards to some degree.
However, as described in the requirements section,
multi-hop wireless networks must also support ease of
installation and placement of nodes in a multi-hop
network.

A rule of thumb based on typical deployment scenarios
could be supplied to users as a starting point. An
example of such a rule could be that wireless routers
should typically be deployed every 10 feet. However, in
areal home, Radio Frequency (RF) shadows are likely to
exist due to home furnishings, household items, people,
metal, and other attenuators built into the building
structure, thereby greatly limiting the usefulness of such
rules of thumb.

Given such unpredictability, users will need help
deciding where specifically to deploy their nodes. One
possibility is to provide a feedback mechanism, perhaps
through Light-Emitting Diodes (LEDs), indicating the
signal strength on each node. Such an approach would
be particularly helpful for one-hop networks, where the
user must simply make sure each device is close enough
to another device. However, in the multi-hop router
case, each router must be strategically placed to provide
sufficient connectivity among multiple nodes (often in
more than one direction). One technique to verify signal
strength between specific pairs of nodes is to install a
switch on each node allowing the user to select a single
pair of nodes at a time to verify their connectivity.
Using this technique to deploy even a few nodes in a
home may become tedious.

An alternate technique would be to deploy the initial
network using a rule of thumb, and then to connect a PC
or other specialized network monitoring device to the
network, which would collect signal strength and
connectivity statistics from each node in the network and
display a simplified summary of the results to the user.
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Any nodes that are not discovered at the network
monitoring location indicate a network partition. This
information would let the user know that some routers
must be moved, or that more routers must be installed in
the area between the detected and missing nodes. Nodes
that are expected to be in communication with one
another, but which have low inter-communication signal
strength, should be supplemented by placing a router
between them. Such a network monitoring device would
make it easy for usersto gain a global view of how well
they deployed their network.

SUPPORTING DIGITAL HOME
TRAFFIC

Beyond the interoperability and installation issues, the
Quiality of Service (QoS) need of traffic described in the
requirements section must be met. Towards this end, we
look at the alternatives and tradeoffs in the area of
routing, QoS support and channelization.

Routing and QoS Support

The topology of a multi-hop wireless network is a graph
with an edge between each pair of nodes that can
communicate directly. Even when al nodes are
stationary, the network topology may be constantly
changing due to variations in RF propagation and
interference [6]. Thus, the network topology will likely
be different when it rains than when it is sunny and
different during a party than when a house is empty. A
multi-hop network must adapt to the dynamically
changing topology to allow nodes to communicate.

One approach to routing data in a multi-hop network is
to have every node repeat every new packet received.
This approach is advantageous in that it is simple, it
routes between any two nodes, and it utilizes all
redundant paths for greater reliability.  However,
because every node sends every packet once, this
approach does not benefit from spatial re-use. Instead,
this type of network “flooding” is typicaly used to
identify a route through the network over which many
data packets can then flow.

Network routes can be identified proactively or
reactively. Proactive approaches maintain connectivity
and resource availability information even when no
traffic is present [20]. This approach reduces start-up
latency, but wastes power and bandwidth when no routes
are required and when the network changes frequently
(in which case the information becomes stale). In
contrast, a reactive routing approach identifies a route
only after a packet transmission request or stream
connection request is received [12] [21]. In networks
with low utilization or highly dynamic topologies, a
reactive approach is typically superior [5]. A hybrid

approach is possible in which some paths are maintained
proactively while others are identified reactively. A
network might also switch between proactive and
reactive routing in response to network load.

Multi-Hop Channelization

Channelization is often used to alleviate the problems of
single-hop and two-hop interference in a wireless
network. The Request to Send (RTS)/Clear to Send
(CTS) scheme, part of the Distributed Coordination
Function (DCF) in WLAN standards, such as 802.11a or
802.11e [4], is one technique that may be used for this
purpose. This technique allows nodes to acquire the
channel and suppress other nodes from contending for
the same channel. This, however, does not take
advantage of multiple channels available in most
standards [1] [2] [4]. These schemes alow nodes
separated by two hops to communicate at the same time,
if they choose non-conflicting channels. In a multi-hop
network, such a channelization scheme may allow nodes
to take advantage of multiple access features.

N

D1

Figure 4: Colorsrepresenting channels (sub bands)
areassigned in order to avoid interference

Solving this problem is akin to solving channelization
based on the well-known graph coloring problem (Figure
4), which is known to be NP-complete!. However,
heuristic solutions may be implemented in the network
using static, centralized, or distributed techniques. The
small scale of home networks makes brute-force
approaches possible.

QoS Routing and Multi-Hop Channelization

Routing with QoS may be implemented assuming that
the underlying network supports a contention-free
environment, derived through channelization schemes.
However, if multi-hop channelization is completed a
priori, without considering the needs of traffic, there is
no way to guarantee the needed QoS (even using

1 “No polynomial time algorithm has been discovered for
this class of problem” [7].
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RTS/CTS schemes). To maintain QoS in a dynamic
network with varying application and usage scenarios,
two problems must be addressed: resource management
across the network and resource management at the
node/link level.

1. Resource management across the network—routing
and channel assignment: For a given connectivity
graph of nodes and set of flows with a known link
capacity requirement, channel resources (time and
frequency) need to be alocated in an efficient
manner. A choice made by one node will affect all
other nodes in the network.

2. Resource management at a single node and link
level: For a given set of flows entering and leaving
anode and a known link capacity (assuming routing
is complete and an end-to-end path is set up), the
link must service flows to meet the QoS needs of
each flow. At the outset, this problem seems similar
to its wired counterpart. But new evidence suggests
that wireless channel characteristics require special
attention [16].

While separation of routing and channel assignment
from QoS simplifies the path assignment problem, it is at
a cost to the effective system capacity, as the flows are
not known apriori. On the other hand, if we increase the
complexity of the QoS path set-up problem, we can
solve the channel assignment problem along with the
QoS constraints (Figure 5). Even though the allocation
in Figure 5 uses more sub bands than the one shown in
Figure 4, the sub bands are allocated based on the QoS
congtraints.  This approach results in tighter QoS
guarantees and better overall network utilization.

S/=\Dz
\ -

Figure5: Colorsrepresenting channels are assigned
based on QoS requirements

Further performance advantages may be achieved by
enabling nodes from neighboring networks to
cooperatively provide QoS (Figure 2). For example, we
might predict the capacity that would be available if only
using nodes from a given network and alow QoS

reservations up to that capacity, but then allow messages
to actually flow over any available nodes, thus taking
advantage of extra performance. The remaining
bandwidth would serve as leeway for the QoS algorithm
or extra bandwidth for non-reserved uses (such as Web
surfing).

These issues require the tradeoff of computation
complexity to increase system utilization. This leads to
the following questions:

1.  What isthe maximum size of the network to which
the design of our algorithms should scale?

2. Should we jointly optimize the channel assignment
and QoS path selection problems?

3. Should we assume all nodes have the same MAC
and routing capabilities?

4. How do we alow new data traffic to preempt old
data traffic?

Centralized Vs. Distributed Path Selection
Additionally, an important question in the choice of a
QoS routing algorithm is whether to use a central
controller or make decisions in a distributed manner. A
decentralized QoS routing algorithm distributes the
complexity across the network. This may increase the
cost of nodes in the network, but distributing the
decison making relaxes the need for network-wide
synchronization and channel assignment, increasing the
network scalability. A distributed approach also
eliminates the need to communicate with a centralized
controller, reducing the traffic overhead. Finally, while
a decentralized approach can react more quickly to local
changes, by eliminating the global-view of the network,
it generally makes non-optimal decisions.

In a home networking environment, the relatively small
network size and cost considerations are probably the
most important factors to consider for making a decision
between the two approaches. In such an environment, a
centralized approach is more advantageous, as we can
move most of the cost/complexity to the centra nodes.
The relatively small network size also implies that the
overhead traffic flows are small, the reaction to the
changes is quicker, and we may be able to make globally
optimal decisions on the central controller.

Using a centralized method to solve problems of
channelization, multi-hop routing, and path selection in a
combined fashion will alow the system to meet the
requirements of the Digital Home. Additionally, these
algorithms need to comprehend security in order to
protect the performance of the network. Not doing so
will render any effort on their part useless in many of the
deployment environments.
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SECURITY

Security for home networking is a large topic covered
more fully in “Home Network Security” also in thisissue
of the Intel Technology Journal [9]. This section mainly
covers those security issues directly related to multi-hop
networking. These issues were highlighted in the
requirements section, namely, device introduction, user
data/lcommand integrity and secrecy, and network
authentication.

Device and Router Introduction

In general, the introduction problem has been addressed
by Universal Plug and Play (UPnP?) Security [9], and
further work on simplifying introduction in the general
case is being conducted as part of that R&D activity.
This device introduction is a key component that enables
solutions to the other security issues.

User Data and Command Security

User data security is not unique to multi-hop networks
and is orthogona to other security issues in these
networks. The “Home Network Security” paper [9] in
this issue of the Intel Technology Journal makes a case
for end-to-end security. A summary of the motivation
and its relationship to multi-hop networking is provided
here.

Many homes require multiple security domains. For
example, when the home contains older teenagers, adult
roommates, boarders, or guests, we would expect each to
have his or her own security domain, but these people
would all share the same physical multi-hop network.

A security domain is a set of entities (devices or even
processes) that are allowed to work together, excluding
other entities. When traffic is encrypted for
confidentiality, members of a domain can read one
another’ s traffic. When user-command traffic (to control
DVD players, jukeboxes, etc.) is strongly authenticated
and authorized, one member of a domain is permitted to
issue commands to another. When a home has multiple
security domains, security cannot be implemented at the
link layer between two directly communicating devices;
rather, it must be implemented as a protocol at a higher
layer between the end points in a communication that
may traverse multiple devices in a multi-hop network.

One advantage of a higher-layer end-to-end security
protocol is that the physical network carrying the user’s
traffic is not responsible for providing security for that
traffic, and as a result, neighboring networks may be

" Other brands and names are the property of their
respective owners.

used to help carry a user’s traffic without introducing
security concerns.

Network Authentication

Even though user data security and integrity is provided
end-to-end, devices still need to ensure network packets
are received from authorized nodes in a multi-hop
network. In particular, authentication must be supported
for the one-hop origin of all packets, while the multi-hop
originator must be authenticated for packets that access
or control QoS or channelization on routers. A packet
could be implicitly authenticated by encrypting it via a
symmetric key known only to the origin and the verifier,
but such a mechanism is more expensive than necessary
and requires n® keys, where n is the number of network
nodes. An dternative is to use a routing header in
packets that can be authenticated with a lower
computation overhead, resulting in a cost savings for
routing nodes.

Routing and QoS Security

A routing agorithm makes decisons based on
information such as latency and bandwidth between
nodes. While the algorithm can acquire this information
from neighboring network nodes, it is not possible to
trust the routing information without verification.
Without authentication, it is not possible to know if
neighboring nodes belong to a possible adversary.

If a malicious node were used for routing, one way to
interfere with the routing of messages is to insert an
artificial delay in the message delivery path. It is not
possible to prevent a malicious node from doing this.
However, one can learn of this delay and route around it.
This is therefore a normal routing problem rather than a
routing security problem.

Another way to interfere with routing decisions is to
advertise more bandwidth or lower latency for delivery
of messages than can truly be achieved. One can test
any advertised path for actual performance, provided
that the destination node can authenticate a reply to a
ping from the sending node. If we use public-key
cryptography for this authentication, then we need a way
to bind a node address to a public key. If the node
address is the hash of the public key, then we achieve
that binding without any additional cost.

Similarly, QoS establishment and maintenance requires
nodes to trust information they learn from neighbors.
QoS security cannot be free of administration. At the
very least, a network node must learn which other nodes
are part of its network. Clientswill know their own QoS
requirements and can make a reservation request from
the nearest node belonging to the same owner.
However, in a case of over-reservation, some human
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administration will be required to establish priorities for
different classes of use.

Solving the Coexistence Problem

Routing between neighboring networks (i.e., in adjacent
apartments) may not be entirely independent and may
require interference avoidance. Because security is
provided end-to-end, the problem of coexistence
between networks is only about sharing available
bandwidth and not about maintaining privacy or data
integrity. Three sharing strategies are possible:

1. Neighbors could choose to compete for channel
access with no coordination between channel
assignments. Such competition introduces channel
contention. Channel contention reduces the overall
channel capacity at high load and makes it difficult
to predict the realizable channel capacity.

2. Neighbors could agree to datically split the
available channels to avoid interference, thus
introducing a congtraint that must be reflected in
QoS routing decisions. Channel assignment would
be made independent of load, arbitrarily restricting
the maximum bandwidth provided to each user
wherever the networks overlap (typically along the
common wall).

3. Finaly, neighbors could agree to cooperate in
channel assignment. While channel assignments
could be initially made arbitrarily, one network
could “borrow” a channel from the neighboring
network (when not in use) or route traffic through a
node on the neighboring network (i.e., nodes along a
common wall) in responseto high load. In this case,
the network must be prepared to react if these
resources are later reallocated by the neighboring
network. One approach isto only allow neighboring
resources to be borrowed for low-priority or non-
QoS traffic.  The cooperative approach decreases
privacy, since neighboring networks must exchange
load reguirements to achieve QoS scheduling.

In each of these cases, the one-hop origin of packets
containing routing updates or data from QoS-protected
streams must be authenticated. We have described
solutions for such authentication in the previous section.

RELATED WORK

The use of multi-hop wireless networking is gaining
traction in everyday life. In fact, severa companies
already provide services using multi-hop wireless
networks. MeshNetworks [17], for example, uses multi-
hop routing between nodes installed on light poles,
buildings, vehicles, and end-user devices such as laptops
and handhelds to provide Internet access to subscribers

in cities. Nokia supplies kits to enable multi-hop
networking between nodes installed on rooftops [18] to
provide broadband Internet access. Most of these
services focus on extending the reach of Internet access
beyond the range typically supported by access points.

Multi-hop wireless networks exhibit many unique
problems, but they also overlap with wired home
networks. Device discovery and auto-configuration
protocols such as Universal Plug and Play (UPnP) [3]
that were originally designed for wired IP networks can
easily be applied to wireless networks. Wired home
network security issues [9] also must be dealt with in
wireless networks.  Finally, QoS routing [19] and
preemption have been extensively explored for wired
networks.

QoS routing in ad hoc wireless networks has only
recently been investigated in simulations. Severa
schemes were originaly developed using MAC-
independent techniques based on existing ad hoc routing
protocols [14] [22]. More recently, advances have been
made by optimizing QoS in multi-hop wireless networks
with Code Division Multiple Access (CDMA) [15] and
Time Division Multiple Access (TDMA) [24].

CONCLUSION

Multi-hop wireless technology offers unique benefits for
creating a high-speed, robust home wireless network.
The benefits over traditional infrastructure wireless
networks include extending coverage without requiring
deployment of multiple wired base stations, increasing
utilization of spatial capacity to realize higher
throughput, and offering alternate communication paths
to provide failure recovery and better throughput.

To support the demanding usage models for the digital
home, wireless networking innovations are required
across the physical, MAC, and routing layers. In
addition, higher level issues such as Quality of Service
(QoS) guarantees, device discovery, and security must
be solved. We have outlined a roadmap to meet these
challenges; solving them will usher in new opportunities
for wireless networking in the digital home.
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APPENDIX A

Reconfigurable Radios

Support for a wide variety of consumer wireless
PHY/MAC layers will be possible by using low-cost
reconfigurable radios at the “edge’ of the network.
Furthermore, within the network it is highly
advantageous, due to the varying Quality of Service
(QoS) and bandwidth requirements, to have features like
variable modulation [4] in the PHY to optimize the
throughput based on channel loading and propagation
conditions (party-time vs. home alone). So an example
radio might have a very flexible PHY/MAC to interface
externally, and it might use a common technique like
802.11, which has variable modulations, to route within
the network itself.
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Figure 6: Reconfigurableradio interfaces allow
multi-hop and other wireless networksto bridge
multiple PHY technologies

Reconfigurable radios should then be configurable to
handle 802.11 ab,g, low-rate consumer devices (lower
requirement than 802.11) [25], and perhaps future high-
data-rate (~100-500 Mbps) wireless personal area
networks [1] and USB standards.

Radios should aso be “intelligent,” assessing the
environment and channel propagation around them,
including interference. First, the radio should be able to
broadcast and receive beacon signals introducing itself
to the surrounding devices that are “reachable.” Next,
the radio should be able to assess the existing frequency
channels, interference, and noise conditions on each
channel, so that it can determine (perhaps in conjunction
with central or distributed control agorithms) the best
channel to support a given bandwidth and QoS
requirement. Having measured the channel, the radio
can use the minimal power (to save power to the power
amplifier) to make a reliable connection. Thus, unlike

conventional radios, a desirable radio requires a simple
processor to help direct its various reconfigurable
modes.

Finally, to lower cost, the reconfigurable radio (which by
its very name implies higher cost) should take advantage
of extensive silicon (Si) re-use. The baseband radio will
have re-usable components such as variousfilters, digital
mixers, etc., and the Radio Frequency (RF) portion will
have a degree of agile frequency capability (for example,
it will be able to jump to the 5.2 GHz band if there is
microwave interference detected at the 2.4 GHz band).
The MAC layer will also be flexible to alow download
from the host of the typical extensive memory resources
required to support the wide variety of anticipated MAC
protocols: this will allow significant cost savings via
memory re-use.

In summary, desirable home network radio architecture
will  require intelligence and reconfigurability to
minimize power and keep QoS high while utilizing
extensive Si re-use to keep costs down.
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