
 
 

Consumer Tips for Staying Safe Online This Holiday Season 
 
During this festive and busy time of year, cyber scrooges leverage all types of digital devices, social media 
platforms and mobile apps to take advantage of consumers’ inattention and scam them out of personal 
information and money. With holiday shopping sales expected to surge to an estimated $616.9 billion this fall, 
being vigilant about safe online behavior is more important than ever. 

 
Use these tips to stay safe and maintain your cheer this holiday season:  
 
• Do Your Research. Whether online shopping, donating to charities, or tracking your gifts, do research to 

make sure the company you are working with is legitimate – go directly to a website to verify its 
authenticity and to make purchases, instead of clicking on a link in an email 

 
• Secure Your Devices. To protect yourself from online threats, make sure all your devices – including 

computers, tablets and smartphones – are protected with security software such as McAfee LiveSafe™ 
service. Also apply any app or OS-level update to smartphones, just as you would do with your home 
computer 

 
• Analyze Apps. Before downloading a new app, review it review it to make sure you know exactly what 

you’re putting on your smartphone. If the app requests too many permissions, do not download it. It may 
be requesting access to information on your phone that you would prefer to keep private, and certainly 
more information than it needs 

 
• Bank Carefully. Many cyber criminals leverage online and offline banking hacks during a season when 

shoppers are spending more than usual. If your bank calls requesting information, hang up and call them 
back through the official main phone number. It’s important to talk to your banker through the official 
number so you know it is legitimate 
 

• Click With Care. Don’t click on links in email or social media messages from people you don’t know, 
and use a URL expander to know what site you are going to before clicking on a shortened URL 

 
• Shop Safely Online. Make sure you stick to reputable e-commerce sites that have been verified as safe by 

a third-party Trustmark, like McAfee SECURE™. Also look for “https” at the beginning of a site’s URL, 
which indicates that the site is using encryption to protect your information 

	  
• Avoid Public Wi-Fi. While public Wi-Fi may be convenient, but it’s also accessible to anyone who wants 

to see what you are doing online. Stick to accessing only secured Internet 
 
 
For more information, please visit www.mcafee.com/12scams 


