// DUET.SYS main program Display Usb Enureration Transactions, Version 1.0.

11l

11l

/1 Copyright (C) 2001, Intel Corporation

/1 Al rights reserved.

/1 Permission is hereby granted to merge this program code with other program

/1 material to create a derivative work. This derivative work may be distributed

/1 in conpiled object formonly. Any other publication of this program in any form

/] without the explicit perm ssion of the copyright holder is prohibited.

11l

/1 Derived from

/1 Main programfor filter driver

/1 Copyright (C 1999 by Walter Oney

/1 Al rights reserved. Used with perm ssion

11l

11l

/1 DUET. SYS uses Walter Oney's filter structure and adds an "intercept" function on the USB systemcalls.
/1 The calls during enuneration are displayed, with their results, on the debug consol e.
/1 Using this software presunmes that the PC Host can correctly read the first Device_Descriptor (prior to
/1 the Set_Address) since this filter is keyed off the VID, PID val ue.

11

/1 Send questions and comments to John. Hyde@ntel.com

#i ncl ude "stddcls. h"
#i ncl ude "driver.h"
#i ncl ude "usbdi . h"

VA D Driver Unl oad(I N PDRI VER_OBJECT fi do);

NTSTATUS AddDevi ce(| N PDRI VER_OBJECT Dri ver Cbj ect, | N PDEVI CE_OBJECT pdo);
NTSTATUS PassDownPower (I N PDEVI CE_OBJECT fido, IN PIRP Irp);

NTSTATUS PassDownPnp( | N PDEVI CE_CBJECT fido, INPIRP Irp);

NTSTATUS PassDownWri (I N PDEVI CE_OBJECT fido, INPIRP Irp);

NTSTATUS CheckTheseFuncti ons(| N PDEVI CE_OBJECT fido, INPIRP Irp);
NTSTATUS | nt er cept Repl y(I N PDEVI CE_OBJECT fido, INPIRP Irp, int Context);
VO D DecodeDescri ptor (unsigned char* pByte, USHORT Type);

static char* urbnanme[] = {
" SELECT_CONFI GURATI ON',
" SELECT_| NTERFACE",
" ABORT_PI PE",
" TAKE_FRAME_LENGTH _CONTROL",
" RELEASE_FRAME_LENGTH_CONTROL",
" GET_FRAME_LENGTH",
" SET_FRAME_LENGTH',
" GET. _CURRENT_FRANE_I\UVBER' ,
" CONTROL_TRANSFER',
"BULK_OR_| NTERRUPT_TRANSFER",
"I SOCH_TRANSFER',

" GET_DESCRI PTOR | FRO\/I DEVI CE",
" SET_DESCRI PTOR_TO DEVI CE",

" SET_FEATURE_TO DEVI CE',

" SET_FEATURE_TO | l\rI'ERFACE" ,
" SET_FEATURE_TO_ENDPO NT",

" CLEAR_FEATURE_TO DEVI CE",
"CLEAR FEATURE_TO | NTERFACE",
CLEAR FEATURE TO ENDPQO NT",

" GET_STATUS_FROM DEVI CE",

GEI' STATUS FROVI | NI'ERFACE

" GET_STATUS_FROM ENDPQ NT",

" RESERVEDO" ,

" VENDCOR_DEVI CE",

" VENDOR _| NTERFACE",
" VENDOR_ENDPO NT",
" CLASS_DEVI CE",

" CLASS_| NTERFACE",
" CLASS_ENDPQO NT",

" RESERVED1",

" RESET_PI PE",
"CLASS_OTHER',

" VENDOR_OTHER',

" GET_STATUS_| FRO\/I OTHER',

CLEAR FEATURE_ TO OTHER',

" SET_FEATURE_TO COTHER',

GEI' DESCRI PTO? FROM_ EI\DPO NT",
" SET_DESCRI PTOR_TO_ENDPO NT",
" GET_CONFI GURATI ON',

" GET_| NTERFACE",
" GET_DESCRI PTOR_FROM | NTERFACE",
" SET_DESCRI PTOR_TO_| NTERFACE",



b

BOOLEAN | sWn98();
UNI CODE_STRI NG ser vkey;

FEEEEEEEEE i i r i rrrr e rrr g
#pragma | Nl TCCDE

extern "C' NTSTATUS DriverEntry(I N PDRI VER_OBJECT Driver (oj ect, | N PUNI CODE_STRI NG Regi stryPat h) {
KdPrint ((DR VERNAVE "Entering DriverEntry: DriverQject 98.8/ X\n", DriverQbject));

/1 Insist that OS support at |east the WOM | evel of the DDK we use
if (!lolsWinVersionAvailable(1, 0)) {
KdPri nt (( DRI VERNAME " Expected version of WDM (%l. %2.2d) not available\n", 1, 0));
return STATUS_UNSUCCESSFUL; }

/Il See if we're running under Wn98 or NT:
if (1sWn98()) KdPrint((DR VERNAME "Runni ng under Wndows 98\n"));
el se KdPrint ( (DR VERNAME "Runni ng under NT\ n"));

/1 Save the nane of the service key
servkey. Buffer = (PWSTR) ExAl | ocat ePool (PagedPool, Regi stryPath->Length + sizeof (WCHAR));
if (!servkey.Buffer) {
KdPrint ((DRIVERNAME " - Unable to allocate % bytes for copy of service key nane\n", RegistryPath->Length +
si zeof (WCHAR) ) ) ;
return STATUS_I NSUFFI Cl ENT_RESOURCES;
servkey. Maxi mnunLengt h = Regi stryPat h->Length + si zeof (WCHAR) ;
Rt | CopyUni codeSt ri ng( &servkey, RegistryPath);

/1 Initialize function pointers

Driver oj ect->Dri verUnl oad = Dri ver Unl oad;

Dri ver Qoj ect- >Dri ver Ext ensi on- >AddDevi ce = AddDevi ce;

for (int i =0; i < arraysize(DriverQbject->MjorFunction); ++i) DriverQject->MjorFunction[i] =
CheckTheseFuncti ons;

Dri ver oj ect- >Maj or Functi on[ | RP_MJ_PONER] = PassDownPower ;

Dri ver Qoj ect- >Maj or Functi on[ | RP_MJ_PNP] = PassDownPnp;

Dri ver oj ect- >Maj orFuncti on[ | RP_MJ_SYSTEM CONTROL] = PassDownWh ;

return STATUS_ SUCCESS;
}

N R N NN NN NN NN NN

BOCLEAN | sWn98() {
#i fdef _X86_
return !l ol sWinVer si onAvai | abl e(1, 0x10);
#el se
return FALSE,
#endi f
}
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#pragnma PAGEDCODE

VA D DriverUnl oad(|I N PDRI VER_OBJECT DriverQbject) {
PAGED CCDE() ;
KdPrint (( DRI VERNAME "Entering DriverUnl oad: DriverQject 9.8l X\n", Driver(hject));
Rt | FreeUni codeStri ng( &er vkey);

}
N RN N N NN NN NN NN

NTSTATUS AddDevi ce(| N PDRI VER _OBJECT Driver Qbj ect, | N PDEVI CE_OBJECT pdo) {

PAGED_CODE() ;

KdPrint (( DRI VERNAME "Ent eri ng AddDevi ce: Driver(Qhject 98.8l X, pdo 98.8l X\n", Driver(oject, pdo));
/] See Walter Oney's FILTER programfor the magic in this routine

PDEVI CE_OBJECT fi do;
NTSTATUS status = | oCreat eDevi ce(Driver Ohj ect, sizeof (DEVICE_EXTENSI ON), NULL, FILE _DEVI CE_UNKNOAN, 0, FALSE,
&f i do);
if (!NT_SUCCESS(status)) {
KdPrint (( DRI VERNAMVE "1 oCreateDevice failed - % n", status));
return status; }
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fi do->Devi ceExt ensi on;

_try {
lolnitializeRenmoveLock(&pdx- >RenoveLock, 0, 0, 0);



pdx->Devi ce(hj ect = fido;

pdx->Pdo = pdo;

PDEVI CE_OBJECT fdo = | 0AttachDevi ceToDevi ceSt ack(fido, pdo);

if (!fdo) {
KdPri nt (( DRI VERNAME "| oAt t achDevi ceToDevi ceStack failed\n"));
status = STATUS_DEVI CE_REMOVED;
__leave; }

pdx->Lower Devi ce(hj ect = fdo;

fido->Flags | = fdo->Flags & (DO DIRECT 10| DO BUFFERED | O | DO POAER PAGABLE | DO POAER | NRUSH) ;

fi do->Devi ceType = fdo- >Devi ceType;

fido->Characteristics = fdo->Characteristics;

fido->Fl ags & ~DO DEVICE INITIALI ZING }

_finally { /1 cleanup side effects

if (!NT_SUCCESS(status)) {
i f (pdx->Lower Devi ceChbj ect) | oDetachDevi ce(pdx->Lower Devi cehj ect);
| oDel et eDevi ce(fido); }

}

return status;

}
N NN NN NN NNy

VA D RenoveDevi ce(| N PDEVI CE_OBJECT fido) {
PAGED_CCDE( ) ;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fi do->Devi ceExt ensi on;
i f (pdx->Lower Devi ceChj ect) |oDetachDevi ce(pdx->LowerDevi ce(hj ect);
| oDel et eDevi ce(fido);
}

RN N NN NN NN NN

#pr agma LOCKEDCCDE
extern "C' void _ decl spec(naked) _ cdecl _chkesp() {
_asmj e okay
ASSERT(! DRI VERNAME " St ack poi nter m snatch");
okay:
_asmret

}
N NN NN

#pr agma LOCKEDCCDE

NTSTATUS Conpl et eRequest (IN PIRP Irp, | N NTSTATUS status, |N PULONG info) {
Irp->loStatus. Status = status,;
Irp->loStatus. I nformati on = ULONGi nfo);
| oConpl et eRequest (I rp, 1O _NO | NCREVENT) ;
return status;

}
N N R NN NN NN NN

NTSTATUS PassDownPower (I N PDEVI CE_OBJECT fido, INPIRP Irp) {
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fi do->Devi ceExt ensi on;
PoSt art Next Power I rp(lrp); // must be done while we own the IRP
NTSTATUS status = | oAcqui reRenovelLock( &dx- >RenovelLock, Irp);
if (!'NT_SUCCESS(status)) return Conpl eteRequest(lrp, status, 0);
| oSki pCurrent|rpStackLocation(lrp);
status = PoCal | Dri ver ( pdx->Lower Devi ceCbj ect, Irp);
| oRel easeRenovelLock( &dx- >RermovelLock, 1rp);
return status;

}
NN NN NN NNy

NTSTATUS PassDownPnp( | N PDEVI CE_OBJECT fido, INPIRP Irp) {
Pl O_STACK _LOCATI ON stack = | oGet CurrentlrpStackLocation(lrp);
ULONG fcn = stack- >M nor Functi on;
PDEVI CE_EXTENSI ON pdx = ( PDEVI CE_EXTENSI ON) fi do->Devi ceExt ensi on;
NTSTATUS status = | oAcquireRenovelLock( &dx- >RenovelLock, 1rp);
if (!'NT_SUCCESS(status)) return Conpl eteRequest (lrp, status, 0);
I oSki pQurrent|rpStackLocation(lrp);
status = loCal |l Driver (pdx->Lower Devi ceCbj ect, Irp);
if (fcn == | RP_MN_REMOVE_DEVI CE)
| oRel easeRenovelLockAndWai t ( &pdx- >RenovelLock, |rp);
RermoveDevi ce(fido); }
el se | oRel easeRenovelLock( &dx- >RenovelLock, 1rp);
return status;

}
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NTSTATUS PassDownWri (1 N PDEVICE OBJECT fido, INPIRP Irp) {
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fi do->Devi ceExt ensi on;
NTSTATUS st atus = | oAcqui reRenmovelLock( &dx- >RenovelLock, 1rp);
if (!'NT_SUCCESS(status)) return Conpl eteRequest (lrp, status, 0);
| oSki pQurrent|rpStackLocation(lrp);
status = | oCall Driver (pdx->Lower Devi ceCbj ect, Irp);
| oRel easeRenoveLock( &dx- >RermovelLock, 1rp);
return status;

}
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NTSTATUS CheckTheseFunctions(| N PDEVI CE_OBJECT fido, INPIRP Irp) {
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fi do->Devi ceExt ensi on;
Pl O_STACK_LOCATI ON stack = | oGet CurrentlrpStackLocation(lrp);
NTSTATUS status = | oAcquireRenovelLock( &dx- >RenovelLock, 1rp);
if (!'NT_SUCCESS(status)) return Conpl eteRequest (lrp, status, 0);
ULONG | oCont rol Code = stack- >Paranet ers. Devi cel oControl . | oControl Code;
bool Intercept = false; char Type = 0; USHORT USBfunction = 0; unsigned char Configuration;
if (loControl Code == | OCTL_I NTERNAL_USB _SUBM T_URB) {
PURB urb = (PURB) st ack- >Paraneters. O hers. Argunent 1;
USBf uncti on = urb- >Ur bHeader . Functi on;
switch (USBfunction) {
case URB_FUNCTI ON_CGET_DESCRI PTOR_FROM DEVI CE:
Type = urb->U bControl Descri pt or Request . Descri pt or Type;
if (Type == 1) KdPrint((DR VERNAME "Request: Get Device Descriptor\n"));
if (Type == 2) KdPrint((DR VERNAME "Request: Get Configuration Descriptor\n"));
Intercept = true; break;
case URB_FUNCTI ON_SELECT_CONFI GURATI ON:
Configuration = urb->U bSel ect Confi guration. Configurati onDescri ptor->bConfi gurationVal ue;
KdPrint (( DRI VERNAME " Command: Set Configuration to %.2x\n", Configuration)); break;
case URB_FUNCTI ON_GET_DESCRI PTOR_FROM ENDPQO NT:
KdPrint (( DRI VERNAME "Request: Get Report Descriptor\n")); Intercept = true; break;
case URB_FUNCTI ON_CLASS _ENDPQO NT:
i f (urb->U bControl Vendor d assRequest . Request == 10)
KdPrint (( DRI VERNAME " Command: SET_| DLE = %4. 4x\n", urb->U bControl Vendor O assRequest . Val ue)); break;

}
if (Intercept) {
/1 Need to intercept the reply so that the results can be displayed
/1 KdPrint (( DRI VERNAMVE "I ntercepting %\n", urbname[ USBfunction]));
int Context = USBfunction | (Type << 16); [/ InterceptReply needs the original Request
| oCopyCurrent | rpStackLocati onToNext (Irp);
| 0Set Conpl eti onRouti ne(lrp, (PO COVPLETI ON_ROUTI NE) I nterceptReply, (VO D*)Context, TRUE, TRUE, TRUE);
return loCall Driver (pdx->LowerDevi ceCoject, Irp); }

el se {
/1 Pass request down without additional processing
11 KdPri nt (( DRI VERNAME " Passi ng down %s\n", urbname[ USBf unction]));

I oSki pQurrent|rpStackLocation(lrp);

status = loCal |l Driver (pdx->Lower Devi ceCbj ect, Irp);
| oRel easeRenovelLock( &pdx- >RenmovelLock, 1rp);

return status; }

}
N NN NN NNy

NTSTATUS | nt er cept Repl y(I N PDEVI CE_OBJECT fido, INPIRP Irp, int Context) {
/1 The urb function gets changed to CONTROL_TRANSFER so recover the USBfunction and Type from origi nal Request
USHORT USBfunction = Context & OxOffff;
USHORT Type = Context >> 16;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fi do->Devi ceExt ensi on;
if (1rp->Pendi ngRet urned) | oMarklrpPending(lrp);
Pl O_STACK_LOCATI ON stack = loGetCurrentlrpStackLocation(lrp);
PURB urb = (PURB)st ack- >Paraneters. O hers. Argunent 1;
unsi gned char* pByte = (unsigned char*)urb->U bControl Descri pt or Request. TransferBuf fer;
unsi gned | ong Length = urb->UrbControl Descri pt or Request . Tr ansf er Buf f er Lengt h;

KdPrint (( DRI VERNAME "Response: Raw Data is % (%ld) bytes =", Length, Length));
for (int i =0; i<(int)Length; i++) {if ((i & 15) == 0) KdPrint(("\n")); KdPrint((" 9%.2x", *pByte++));}
KdPrint(("\n"));
if (USBfunction == URB_FUNCTI ON_GET_DESCR PTOR FROM DEVI CE) {
pByte = (unsigned char*)urb->UrbControl Descri ptor Request. TransferBuffer; // Reset data pointer
DecodeDescri ptor (pByte, Type); }
/1 KdPrint((DRIVERNAME "I ntercept of % conpleted\ n", urbnanme[ USBfunction]));
| oRel easeRenpveLock( &dx- >RenmoveLock, [rp);
return STATUS_SUCCESS;



}

VA D DecodeDescri ptor (unsigned char* pByte,
unsi gned char LowByt e;
unsi gned char* pEnd = 0;
unsi gned char* pLengthLow = pByte + 2;
unsi gned char* pLengthH = pByte + 3;
if (Type == 1) pEnd = pByte + 18; // Device Descriptor
if (Type == 2) pEnd = pByte + *plLengthLow + (*pLengthH << 8);
bool Invalid = fal se;
do {
switch (Type){
case 1:
KdPri nt (( DRI VERNAME " Response: Decoded Devi ce Descriptor\n"));
KdPrint (( DRI VERNAME " blLength = 9. 2x\n", *pByt e++))
KdPrint (( DRI VERNAME " bDescri pt or Type = 0/2 2x\n", *pByte++));

LowByte = *pByte++,;
bcdUSB = %4. 4x\ n", LowByte+(*pByte++ << 8) ));

KdPri nt (( DRI VERNAME "
KdPrint ((DR VERNAMVE " bDevi ced ass = 9%2.2x\n", *pByte++));

USHORT Type) {

/1 Configuration Descriptor

KdPrint ((DRI VERNAME " bDevi ceSubd ass = 9%2. 2x\n", *pByte++));
KdPrint (( DRI VERNAME " bDevi ceProtocol = 9%2.2x\n", *pByte++));
KdPrint ((DRI VERNAME " bMaxEPOSi ze = 9%2.2x\ n", *pByte++));

LowByte = *pByte++,;
KdPri nt (( DRI VERNAME "
LowByte = *pByte++,;
KdPri nt (( DRI VERNAME "
LowByte = *pByte++,;
KdPri nt (( DRI VERNAME "

Vendor | D = %. 4x\ n", LowByte+(*pByte++ << 8) ));

Product I D = %. 4x\n", LowByte+(*pByte++ << 8) ));

bcdDevi ce = %. 4x\n", LowByte+(*pByte++ << 8) ));

KdPrint (( DRI VERNAME " i Manufacturer = 9%2.2x\ n", *pByte++));
KdPrint ((DRI VERNAME " i Product = 9.2x\ n", *pByte++));
KdPrint (( DRI VERNAME " i Serial Nunber = 9%2.2x\ n", *pByte++));

KdPri nt (( DRI VERNAMVE
case 2:
KdPri nt (( DRI VERNAME " Response:

bNunConfi gurations = %.2x\ n", *pByte++)); break;

Decoded Configuration Descriptor\n"));

KdPrint ((DRI VERNAME " blLength = 9%.2x\n", *pByte++));

KdPrint (( DRI VERNAME " bDescri ptor Type = 0/62. 2x\n", *pByte++));

LowByte = *pByte++;

KdPrint (( DRI VERNAME " wTot al Length = %}. 4x\n", LowByte+(*pByte++ << 8) ));
KdPrint ((DRI VERNAME " bNumi nterfaces = 9%.2x\n", *pByte++));

KdPrint (( DRI VERNAME " bConfigVal ue = 9. 2x\n", *pByte++));

KdPrint ((DRIVERNAME " i Configuration = 9%2.2x\n", *pByte++));
KdPrint (( DRI VERNAME " bmAttributes = 9%.2x\n", *pByte++));

KdPrint (( DRI VERNAME " MaxPower = 9%2.2x\ n", *pByte++)); break;

case 3: /1 WII not get strings in an enuneration sequence
KdPri nt (( DRI VERNAME "Response: Decoded Get String Descriptor\n")); lInvalid = true; break;
case 4:
KdPri nt (( DRI VERNAME " Response: Decoded |Interface Descriptor\n"));
KdPrint ((DRI VERNAMVE " bLength = 9. 2x\n", *pByte++));
KdPrint (( DRI VERNAME " bDescri ptor Type = 9%2.2x\n", *pByte++));
KdPrint (( DRI VERNAME " bl nterfaceNum = %. 2x\ n", *pByte++));
KdPrint ((DRIVERNAME " DbAlternateSetting = 9%.2x\n", *pByte++));
KdPrint (( DRI VERNAME " bNunEndpoi nts = 9%2.2x\ n", *pByte++));
KdPrint ((DRI VERNAME " blnterfaced ass = %2.2x\n", *pByte++));
KdPrint (( DRIVERNAME " bDevi ceSubd ass = 9%2. 2x\n", *pByte++));
KdPrint (( DRI VERNAME " bDevi ceProtocol = 9%2.2x\n", *pByte++));
KdPrint ((DRIVERNAME " ilnterface = 9%2.2x\n", *pByte++)); break;
case 5:
KdPri nt (( DRI VERNAMVE " Response: Decoded Endpoi nt Descriptor\n"));
KdPrint ((DRI VERNAME " blLength = 9. 2x\n", *pByte++));
KdPrint (( DRI VERNAME " bDescri pt or Type = O/Q. 2x\n", *pByte++));
KdPrint (( DRI VERNAME " bEndpoi nt Address = 9%2.2x\ n", *pByte++));
KdPrint ((DRI VERNAME " bmAttributes = 9%.2x\n", *pByte++));
LowByte = *pByte++;
KdPri nt (( DRI VERNAME " wiaxpacket Size = %t. 4x\n", LowByte+(*pByte++ << 8) ));
KdPrint ((DRIVERNAME " blnterval = 9%.2x\n", *pByte++)); break;
case 33:
KdPri nt (( DRI VERNAME " Response: Decoded HI D Descriptor\n"));
KdPrint ((DRI VERNAMVE " bLength = 9. 2x\n", *pByte++));
KdPrint (( DRI VERNAME " bDescri ptor Type = 9%2. 2x\n", *pByte++));
LowByte = *pByte++,;
KdPrint ((DRI VERNAME " HI Dversion# = %4.4x\ n", LowByte+(*pByte++ << 8) ));
KdPrint ((DRIVERNAME " CountryCode = 9%.2x\ n", *pByte++));
KdPrint (( DRI VERNAME " H DDescri ptor Count = 9%2.2x\ n", *pByte++));
KdPrint ((DRI VERNAME " HI DReport Type = %.2x\ n", *pByte++));
LowByte = *pByte++;
KdPrint ( (DRI VERNAME " H DReportlLength = %t. 4x\n", LowByte+(*pByte++ << 8) )); break;

defaul t:

}

Invalid = true;

pByt e++;, Type = *pByte--;

/1 Look at the next

descriptor if any



if (Invalid) {KdPrint((DRI VERNAMVE "Invalid descriptor type 9%.2 found\n", Type)); break;}
} while (pByte < pEnd);



