/] Main programfor LoadEz function driver: EZUSB auto-|loader program Version 2.0
11l

/1 Copyright (C) 2001, Intel Corporation

/1 Al rights reserved.

/] Permission is hereby granted to merge this programcode with other program

/1 material to create a derivative work. This derivative work may be distributed
/1 in conpiled object formonly. Any other publication of this program in any form
/1 without the explicit perm ssion of the copyright holders is prohibited.

11l

/1 Send questions and comments to John. Hyde@ntel .com

Il

/1 Derived using Walter Oney's WDM W zard

/1 Copyright (C 1999, 2000 by Valter Oney

/1 Al rights reserved. Used with perm ssion

11l

/1 Also uses Walter Oney's Portable Filel O Subsystem

/1 Copyright (C© 1999, 2000 by Walter Oney

/1 Al rights reserved. Used with perm ssion

11

#i ncl ude "stddcls. h"
#i nclude "driver.h"
#i ncl ude <i nitguid. h>
#i ncl ude "gui ds. h"

#i ncl ude "usbdi . h"
#include "filel O h"

NTSTATUS AddDevi ce( PDRI VER_ OBJECT Dri ver Cbj ect, PDEVI CE_OBJECT pdo);
VA D Dri ver Unl oad( PDRI VER_OBJECT fdo);

struct INIT_STRUCT : public _GENERI C IN T_STRUCT {};

/1 Need a few gl obal variables
const WCHAR HexCharacter[] = L"0123456789ABCDEF";
BOOLEAN wi n98 = FALSE;

N NN NN NN
#pragma | Nl TCCDE

extern "C' NTISTATUS DriverEntry(PDRI VER CBJECT Driver bj ect, PUN CODE_STRI NG Regi stryPath) {
KdPri nt (( DRI VERNAME "Version 2.1. (John. Hyde@ntel.com\n"));

// W require CENERIC. SYS 1.3 or later.
if (CGenericCetVersion() < 0x00010003) {
KdPrint (( DRI VERNAME "Required version (=>1.3) of GENER C SYS not installed\n"));
return STATUS_ UNSUCCESSFUL,
}

/] See if we're running under Wn98 or 2000:
Wi n98 = IsWn98();
KdPri nt (( DRI VERNAME "Runni ng under Wndows(R) "));
if (wWin98) KdPrint (("98n")); else KdPrint(("2000\n"));

/1 Initialize function pointers. LoadEz only needs four
Dri ver Ooj ect->DriverUnl oad = Dri ver Unl oad;
Dri ver oj ect- >Dri ver Ext ensi on- >AddDevi ce = AddDevi ce;
Dri ver Ooj ect- >Maj or Functi on[ | RP_MJ_POMER] = Di spat chPower ;
Dri ver oj ect- >Maj or Functi on[ | RP_MJ_PNP] = Di spat chPnp;

return STATUS_SUCCESS;
}
#pragnma PAGEDCODE
VA D Dri ver Unl oad( PDRI VER_OBJECT Dri ver Qbj ect) {

PAGED CCDE() ;

KdPri nt (( DRI VERNAME " Unl oadi ng Driver\n"));
N N NN NN
NTSTATUS AddDevi ce( PDRI VER_OBJECT Dri ver Ooj ect, PDEVI CE_OBJECT pdo) {

PAGED_CCDE( ) ;

KdPri nt (( DRI VERNAMVE " Addi ng Device\n"));

NTSTATUS st at us;

// Create a functional device object to represent the hardware we're managi ng.
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PDEVI CE_OBJECT f do;
ULONG dxsi ze = (sizeof (DEVICE_EXTENSION) + 7) & ~7;
ULONG xsi ze = dxsize + CGetSi zeof Generi cExt ension();
status = | oCreat eDevi ce(Driver Cbj ect, xsize, NULL, FILE_DEVI CE_UNKNOM, FILE_DEVI CE_SECURE_OPEN,
if (!NT_SUCCESS(status)) {
KdPrint (( DRI VERNAME "l oCreateDevice failed with status 9%\ n", status));
return status;

}
KdPri nt (( DRI VERNAME "Devi ce (bj ect (%.8x) created\n", fdo));

PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENS| ON) f do- >Devi ceExt ensi on;
BOOLEAN gi nit = FALSE;

Fromthis point forward, any error will have side effects that need to be cleaned up.
Using a try-finally block allows easy nodification without |osing track of the side effects.
_try

{ /] finish initialization

pdx->Devi ceCbj ect = fdo;

pdx->Pdo = pdo;

Li nk our device object into the stack |eading to the PDO
pdx->Lower Devi ce(hj ect = | 0AttachDevi ceToDevi ceSt ack(fdo, pdo);
if (!pdx->LowerDeviceQbject) {
KdPri nt (( DRI VERNAME " | oAt t achDevi ceToDevi ceSt ack failed\n"));
status = STATUS_DEVI CE_REMOVED;
__leave;
} /] can't attach device

Set power managenent flags in the device object
fdo->Fl ags | = DO PONER PAGABLE;

Initialize to use the GENERIC. SYS library
pdx->pgx = (PCENERI C_EXTENSI ON) ((PUCHAR) pdx + dxsize);
I NI T_STRUCT gi s;
Rt | Zer oMenory(&gi s, sizeof (gis));
gis.Size = sizeof(gis);
gi s. Devi ce(bj ect = fdo;
gi s. Pdo = pdo;
gi s. Ldo = pdx->Lower Devi ce(pj ect ;
gi s. RenoveLock = &pdx->Renovelock;
gis. StartDevice = StartDevice;
gi s. StopDevi ce = StopDevi ce;
gi s. RenoveDevi ce = RenoveDevi ce;
Rt 11 nitUni codeString(&gis. DebugNanme, LDRI VERNAME) ;

status = InitializeGeneri cExtension(pdx->pgx, &gis);

if (!NT_SUCCESS(status)) {
KdPrint ((DRIVERNAME "I nitializeGenericExtension failed with status %4 n", status));
__leave;

}
ginit = TRUE
CGeneri cRegi sterlnterface(pdx->pgx, &G D_| NTERFACE_LQADEZ) ;

/] Cear the "initializing" flag so that we can get |RPs

fdo->Fl ags & ~DO DEVI CE_I NI TI ALI ZI NG
} /1 finish initialization
_finally
/1 cleanup side effects
if (!'NT_SUCCESS(status)) {// need to cleanup
if (ginit) O eanupGenericExtension(pdx->pgx);
i f (pdx->Lower Devi ceChj ect) | oDetachDevi ce(pdx->Lower Devi ceChj ect);
| oDel et eDevi ce(fdo);
}
}
return status;

}

VA D RenoveDevi ce(| N PDEVI CE_OBJECT fdo) {

PAGED_CCDE( ) ;

KdPri nt (( DRI VERNAME " Renovi ng Device (98.8x)\n", fdo));

PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
NTSTATUS st at us;

i f (pdx->Lower Devi ceChj ect) | oDetachDevi ce(pdx->Lower Devi ce(hj ect);
i f (pdx->HexFileBuffer) ExFreePool (pdx->HexFil eBuffer);

| oDel et eDevi ce(fdo);

}

N N NN NN
/1 Plug-and-Play and Power Managenent is handled, for the nost part, by GENERI C SYS

FALSE, &fdo);



NTSTATUS Di spat chPnp( PDEVI CE_OBJECT fdo, PIRP Irp) {
PAGED_CCDE() ;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
return GenericD spat chPnp( pdx- >pgx, Irp);
}

NTSTATUS Di spat chPower ( PDEVI CE_OBJECT fdo, PIRP Irp) {
PAGED_CODE() ;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
return GenericD spat chPower ( pdx->pgx, 1rp);
}
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/1 Declare the support functions

NTSTATUS SendUr bAndWai t ( PDEVI CE_OBJECT fdo, PURB Wrb) {

PAGED_CCDE( ) ;

KEVENT Event;

| O_STATUS BLOCK i 0St at us;

NTSTATUS Status = STATUS_SUCCESS;

PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;

Kel nitializeEvent (& vent, NotificationEvent, FALSE);

PIRP Irp = | oBuil dDevi cel oCont r ol Request (1 OCTL_| NTERNAL_USB_SUBM T_URB,
pdx->Lower Devi ceQbj ect, NULL, O, NULL, 0, TRUE, &Event, & oStatus);

Pl O_STACK_LOCATI ON Stack = | oGet Next | rpStackLocation(lrp);

St ack- >Paraneters. G hers. Argunent1l = (PVO D) Ub;

Status = | oCal | Driver (pdx->Lower Devi ceObj ect, |rp);

if (Status == STATUS_PENDI NG {
KeWai t For Si ngl eChj ect (& Event, Executive, Kernel Mode, FALSE, NULL);
Status = ioStatus. Status;

return Status;

}

NTSTATUS Get | denti ty( PDEVI CE_OBJECT fdo) {
PAGED_CCDE() ;
/1 Need to discover the VID and PID currently in use
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
USB_DEVI CE_DESCRI PTOR Descri ptor;
NTSTATUS St at us;
URB Local Ur b;
PURB Urb = &Local Urb;
Rt | Zer oMermory(Urb, sizeof (struct _URB_CONTROL_DESCRI PTOR_REQUEST) ) ;
Ur b->Ur bHeader . Length = sizeof (struct _URB_CONTROL_DESCRI PTOR_REQUEST) ;
Ur b->Ur bHeader . Functi on = URB_FUNCTI ON_GET_DESCRI PTOR_FROM DEVI CE;
Urb->Ur bCont rol Descri pt or Request . Transf er Buf f erLengt h = si zeof (Descri ptor);
Ur b->Ur bCont r ol Descri pt or Request . TransferBuffer = &Descri ptor;
Ur b->Ur bCont r ol Descri pt or Request . Tr ansf er Buf f er MDL = NULL;
Ur b->Ur bCont r ol Descri pt or Request . Descri ptor Type = 1;
Status = SendUr bAndWait (fdo, Urb);
pdx->VI D = Descri ptor.idVendor;
pdx->Pl D = Descri ptor.idProduct;
KdPrint ((DRIVERNAME "Current VID = %l.4x and PID = %l. 4x\n", pdx->VID, pdx->PID));
return Status;

}

NTSTATUS Set EZUSBMenor y( PDEVI CE_OBJECT fdo, USHORT Startlocati on, USHORT Length, PVA D DataBytes) {
PAGED_CCODE() ;

/1 Need to build a Vendor Request and send it to the devel opnent board
URB Local Urb;

PURB Urb = &Local Urb;

Rt | Zer oMenory(Urb, sizeof (struct _URB CONTROL_VENDOR OR CLASS REQUEST));

Ur b->Ur bHeader . Length = sizeof (struct _URB_CONTROL_VENDOR OR CLASS REQUEST);
Ur b->Ur bHeader . Function = URB_FUNCTI ON_VENDOR_DEVI CE;

Ur b->Ur bCont r ol Vendor A assRequest . Transfer Fl ags = USBD_TRANSFER DI RECTI ON_QUT;
Ur b->Ur bCont r ol Vendor A assRequest . Transf er Buf f erLength = Lengt h;

Ur b->Ur bCont r ol Vendor G assRequest . Transf er Buf fer = Dat aByt es;

Ur b->Ur bCont r ol Vendor d assRequest . Tr ansf er Buf f er MDL = NULL;

Ur b->Ur bCont r ol Vendor A assRequest . Request = 0x0AO; // "Anchor Load"

Ur b->Ur bCont r ol Vendor A assRequest . Val ue = StartLocati on;

return SendUr bAndWii t (fdo, Urb);

}

NTSTATUS EZUSB_Reset ( PDEVI CE_OBJECT fdo, UCHAR ResetBit) {
PAGED_CCDE() ;

/1 EZUSB Reset is a special case of Set EZUSBMenory
return Set EZUSBMenory(fdo, 0x07F92, 1, &ResetBit);

}



NTSTATUS Get Fi r mnar e( PDEVI CE_OBJECT fdo) {
PAGED_CCDE() ;
/1l Open the Firmnare file and load it into a |local buffer
/1 First create the name of the file that we need to open
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
NTSTATUS St at us;
Status = Getldentity(fdo);
if (Status != STATUS_SUCCESS) ({
KdPrint (( DRI VERNAME "Coul d not get VID and PID from | O device\n"));
return Status;

/] Create a filename fromthe current VID and PI D
WCHAR Fi | enane[] = L"\\ SystenRoot \\ systenB2\\ dri vers\ \vvvvpppp. hex";
Fi | enane[ 29] HexChar act er [ (pdx->VI D >> 12) & OxOF];

Fi | enane[ 30] = HexCharacter[(pdx->VID >> 8) & O0xO0F];
Fi | enange[ 31] = HexCharacter[(pdx->VID >> 4) & 0x0F];
Fi | ename[ 32] = HexChar act er [ pdx->VI D & OxOF] ;

Fi | enane[ 33] = HexCharacter[(pdx->PID >> 12) & O0xOF];
Fi | enane[ 34] = HexCharacter[ (pdx->PID >> 8) & O0xO0F];
Fi | enane[ 35] = HexCharacter[(pdx->PID >> 4) & O0xO0F];
Fi | ename[ 36] = HexChar act er [ pdx->PI D & OxOF] ;

/] Need to use Walter Oney's portable file subsystemhere since this driver nay be running before
/1 the file systemis running

HANDLE Fi | eHandl e;

Status = OpenFil e(Filenanme, TRUE, &FileHandle);

KdPrint (( DRI VERNAME "QpenFile returned with status = 9%.8x\n", Status));

if (!'NT_SUCCESS(Status)) return Status;

pdx->HexFi | eLength = (ULONG GetFil eSi ze(Fil eHandl e);

pdx->HexFi | eBuf fer = (PCHAR) ExAl | ocat ePool ( NonPagedPool , pdx->HexFil eLength);

if (!pdx->HexFileBuffer) return STATUS NO MEMORY;

ULONG Byt esRet ur ned;

Status = ReadFil e(Fil eHandl e, pdx->HexFil eBuffer, pdx->HexFileLength, &BytesReturned);

if (!NT_SUCCESS(Status)) KdPrint((DRIVERNAME "ReadFile failed with status = 98.8x\ n", Status));
el se KdPrint((DR VERNAME "ReadFil e returned % bytes\n", BytesReturned));

C oseFi | e(Fi | eHandl e) ;

return Status;

}

bool Get Next Char act er (PDEVI CE_OBJECT fdo, PCHAR BufferPtr) {
PAGED_CCDE( ) ;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
*Buf ferPtr = pdx->HexFi | eBuffer[pdx->ByteOfset];
i f (pdx->ByteCfset++ < pdx->HexFilelLength) return true;
return fal se;

}

bool Get Next Li ne( PDEVI CE_CBJECT fdo, PCHAR BufferPtr) {
PAGED_CCDE() ;
/1 Get the next line fromthe input file, return FALSE if ECF
/1 First find the ":'
do { if (!CGetNextCharacter(fdo, BufferPtr)) return false; } while (*BufferbPtr !'=":");
/1 Then read until the end of the line
do { if (!GetNextCharacter(fdo, ++BufferPtr)) return false; } while (*BufferPtr = 10); // ECL
return true;

}
SHORT val ue(char Entry) {
PAGED CCDE() ;
for (SHORT i = 0; i<sizeof(HexCharacter); i++) {if (Entry == HexCharacter[i]) return i;}
KdPrint ((DR VERNAME "I nvalid Hex character '%.2x" in file\n", Entry)); return O;
}
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/! This is where the work is done in this device driver

NTSTATUS St art Devi ce( PDEVI CE_OBJECT fdo, PCM PARTI AL_RESOURCE LI ST raw, PCM PARTI AL_RESOURCE LI ST transl ated) {
PAGED_CCODE() ;
PDEVI CE_EXTENSI ON pdx = ( PDEVI CE_EXTENSI ON) f do- >Devi ceExt ensi on;
KdPrint (( DRI VERNAME "Starting |10 device\n"));

// Starting the device invol ves downl oading firmware into the EZ USB conponent

/1 Open the HEX file and read it into a |ocal buffer
NTSTATUS Status = GetFi rmnar e(fdo);
if (Status != STATUS SUCCESS) ({
KdPrint (( DRI VERNAME "Coul d not get device firmware (%8.8x)\n", Status));
return Status;

}



/1 Loading is done in two passes since AnchorlLoad only operates on internal nenory addresses
/1 Load external menory first using a hel per "nmover" program
/1 First ensure that the EZ- USB 8051 is RESET before downl oadi ng
Status = EZUSB Reset (fdo, 1);
if (Status !'= STATUS SUCCESS) return Status;
/1 Since we are still here (previous line did not return) no need to check this Status further

UCHAR Mover Code[] = /1 8051 (bject code for the Mover program
{0x90, Ox7F, Ox9E, 0x74, 0x0CO, OxOFO0, 0x90, Ox7F, 0x95, O0xO0F0, 0x75, 0x92, O,
0x78, 0x24, OxO0E2, 0x60, 0x10, OxOFF, 8, OxO0E2, OxF5, 0x83, 8, Ox0E2, OxO0F5, 0x82,
8, 8, OxOE2, OxOFO0, OxO0A3, OxODF, OxOFA, 0x80, OxOFE, OxOF, OxOFF, OxOFO, 0, 0x4D,
Ox6F, O0x76, O0x65, O0x72, 0x20, 0x49, Ox6E, 0x73, 0x74, 0x61, Ox6C, Ox6C, 0x65, 0x64};

Set EZUSBMenory(fdo, 0, sizeof(MverCode), Myver Code);

EZUSB Reset (fdo, 0); // unRESET the EZUSB CPU so that it executes this code

UCHAR Record[ 40] ;
char Buffer[80];
int Pass, i;
for (Pass = 1; Pass<3; Pass++) {
pdx->ByteOfset = 0; // Start at the beginning of the Hex data file
EZUSB Reset (fdo, 1); // Stop the EZUSB CPU
USHORT Byt eCount, LoadAddress, RecordType;
/! Read the HEX records one at a time and | oad themonto the devel opnent board
whi |l e (Get NextLine(fdo, Buffer))
Byt eCount = Record[0] = (value(Buffer[1l]) << 4) + value(Buffer[2]);
for (i = 1; i<ByteCount+4; i++) Record[i] = (value(Buffer[1+i+i]) << 4) + value(Buffer[2+i+i]);;
LoadAddress = (Record[1] << 8) + Record[2];
RecordType = Record[3];
if (RecordType == 0) {
/1 A content record (=0) has been | ocated
if ((Pass == 1) && (LoadAddress > Ox1FFF)) {
11 KdPrint (( DRI VERNAME "Loadi ng 9%2. 2xH bytes at upper address %. 4xH\n", ByteCount, LoadAddress));
Set EZUSBMenor y(f do, 0x24, ByteCount+4, Record);
EZUSB_Reset (fdo, 0); // unRESET EZUSB CPU so that it will nove the data
EZUSB Reset (fdo, 1); // Stop the EZUSB CPU agai n

}
if ((Pass == 2) && (LoadAddress + ByteCount) < Ox1B3F) {

11 KdPrint (( DRI VERNAME "Loadi ng %2. 2xH bytes at | ower address %t. 4xH\n", ByteCount, LoadAddress));
Set EZUSBMenor y(f do, LoadAddress, ByteCount, &Record[4]);
}
}
}

}

/1 Al done, allowthe EZ-USB CPU to 'renumnerate'

KdPri nt (( DRI VERNAME "F rmvar e downl oaded!\n"));

EZUSB_Reset (fdo, 0);
/'l Interesting phil osophical point - the original device that caused this driver to run no | onger
/] exists, since the driver has downloaded it with a new identity.
// 1t would be preferrable to return UNSUCCESSFUL so the OS will nmark us STOPPED. (this also prevents "Surprize
Renoval " messages on W n2K)
/1 However, the USDB. SYS driver will Suspend our I/O device if we do. So return SUCCESS

return STATUS_SUCCESS;

}

VO D St opDevi ce(I N PDEVI CE_OBJECT fdo, BOOLEAN oktouch /* = FALSE */) {
PAGED_CCODE() ;
KdPri nt (( DRI VERNAME "Devi ce Stopped\n"));
}
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#pragma LOCKEDCCDE

extern "C' void _ decl spec(naked) _ cdecl _chkesp() {
_asmj e okay
ASSERT(! DRI VERNAME " St ack poi nter msmatch!");
okay:
_asmret

}



