/1 Blockl O sys main program Driver for sinple bulk read/wite transfers, BETA Version 0.9.
11l

/] Derived from and used with perm ssion:

/1 Main program for |oopback driver

/] Copyright (C 1999 by Walter Oney

/1 Al rights reserved

11l

11l

/1 Copyright (C) 2001, Intel Corporation

/1 Al rights reserved.

/1 Permssion is hereby granted to nmerge this programcode with other program

/1 material to create a derivative work. This derivative work may be distributed
// in conpiled object formonly. Any other publication of this program in any form
/1 without the explicit perm ssion of the copyright holders is prohibited.

11l

/1 Send questions and comments to John. Hyde@ntel.com

#i ncl ude "stddcls. h"
#i ncl ude "driver.h"
#i ncl ude <initguid. h>
#i ncl ude "gui d. h"
#include "ioctl.h"

#defi ne MBAUSBSTRING d,s,i) { \
UNI CODE_STRI NG sd; \
if (i &% NT_SUCCESS(Get StringDescriptor(d,i,&sd))) { DogPrint(s, sd.Buffer); RtIFreeUnicodeString(&sd);

NTSTATUS AddDevi ce( PDRI VER_OBJECT Dri ver Cbj ect, PDEVI CE_OBJECT pdo);
NTSTATUS Get Stri ngDescri pt or (PDEVI CE_OBJECT fdo, UCHAR istring, PUNI CODE_STRI NG s);
VO D Dri ver Unl oad(1 N PDRI VER_CBJECT fdo);

BOCLEAN wi n98 = FALSE;
NN NN NNy
#pragma | Nl TCODE

extern "C' NTISTATUS DriverEntry(PDRI VER OBJECT Driver Qbj ect, PUN CODE_STRI NG Regi stryPath) {
KdPrint ((DRI VERNAME "This is BETA software (V0.9)\ nPl ease register it at ww. USB-By-Exanpl e.comn"));

/1 See if we're running under Wn98 or Wn2K
win98 = | sWnog();
KdPri nt (( DRI VERNAMVE " Runni ng under Wndows(R) "));
if (win98) KdPrint(("98\n")); else KdPrint(("2000\n"));

/1 Initialize function pointers
Dri ver oj ect- >Dri verUnl oad = Dri ver Unl oad;
Dri ver Qoj ect- >Dri ver Ext ensi on- >AddDevi ce = AddDevi ce;

Dri ver oj ect- >Maj or Functi on[ | RP_MJ_CREATE] = D spatchCreate;

Dri ver oj ect- >Maj or Functi on[ | RP_MJ_CLOSE] = Di spat chd ose;

Dri ver Ooj ect- >Maj or Function[ | RP_MJ_READ] = Di spatchReadWite;

Dri ver oj ect- >Maj or Function[ | RP_MI_WRI TE] = Di spat chReadWi t e;

Dri ver Ooj ect- >Maj or Functi on[ | RP_MJ_DEVI CE_CONTRCL] = Di spat chControl ;

Dri ver oj ect- >Maj or Functi on[ | RP_MJ_PONER] = Di spat chPower ;

Dri ver Ooj ect- >Maj or Functi on[ | RP_MJ_I NTERNAL_DEVI CE_CONTROL] = Di spat chl nternal Control;
Dri ver oj ect- >Maj or Functi on[ | RP_MJ_PNP] = Di spat chPnp;

return STATUS SUCCESS;
}

NN NNy
#pragnma PAGEDCODE

VA D Driver Unl oad( PDRI VER_OBJECT Dri ver Qhj ect) {

PAGED CCDE() ;
KdPri nt (( DRI VERNAME "Unl oadi ng driver\n"));
}
NTSTATUS AddDevi ce( PDRI VER_OBJECT Dri ver Ooj ect, PDEVI CE_OBJECT pdo) {
PAGED CCDE() ;

KdPri nt (( DRI VERNAME " Addi ng Device\n"));
NTSTATUS st at us;

/1 Create a functional device object to represent the hardware we're nanagi ng.
PDEVI CE_OBJECT f do;
ULONG dxsi ze = (sizeof (DEVICE EXTENSION) + 7) & ~7;
ULONG xsi ze = dxsize + Get Si zeof Generi cExt ensi on();

H}



status = | oCreateDevi ce(Driveroj ect, xsize, NULL, FILE_DEVI CE_UNKNOM, FILE DEVI CE_SECURE_OPEN, FALSE,
&f do);
if (!NT_SUCCESS(status)) {
KdPrint (( DRI VERNAME "1 oCreateDevice failed with status = 9% n", status));
return status;

}
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;

/'l Fromthis point forward, any error will have side effects that need to be cleaned up.
/1 Using a try-finally block allows us to nodify the programeasily without |osing track of the side effects.
_try {
pdx->Devi ceCbj ect = fdo;
pdx->Pdo = pdo;

/'l Declare the buffering nethod we'll use for read/wite requests
fdo->Flags | = DO DI RECT_I O

/1 Link our device object into the stack |eading to the PDO
pdx->Lower Devi ceChj ect = | oAttachDevi ceToDevi ceSt ack(fdo, pdo);
if (!pdx->LowerDeviceQbject) {
KdPri nt (( DRI VERNAME "1 0Att achDevi ceToDevi ceStack failed with status = \n"));
status = STATUS_DEVI CE_REMOVED;
| eave;

}

/1 Set power nanagenent flags in the device object
fdo->Fl ags | = DO PONER PAGABLE;

/1 Initialize to use the GENERIC. SYS library
pdx->pgx = (PCENERI C_EXTENSI ON) ((PUCHAR) pdx + dxsize);
GENERI C_I NI T_STRUCT gis = {sizeof (GENERI C_| NI T_STRUCT) };
gi s. Devi ce(bj ect = fdo;
gi s. Pdo = pdo;
gi s. Ldo = pdx->Lower Devi ce(pj ect ;
gi s. RenoveLock = &pdx->Renovelock;
gi s.StartDevice = Start Devi ce;
gi s. StopDevi ce = StopDevi ce;
gi s. RenoveDevi ce = RenoveDevi ce;
Rt I 1 ni t Uni codeString(&gi s. DebugNanme, LDRI VERNAME) ;
gi s. Fl ags = GENERI C_SURPRI SE_ REMOVAL_ CK;

status = InitializeCGenericExtension(pdx->pgx, &gis);

if (!NT_SUCCESS(status)) {
KdPrint ((DRIVERNAMVE "InitializeCenericExtension failed with status = 9% n", status));
__leave;

}

/1 AddDevi ce was successful. Register the interface with a GUD

status = CenericRegi sterlnterface(pdx->pgx, &Bl ocklO GU D);

if (!'NT_SUCCESS(status)) KdPrint((DR VERNAMVE "Could not register the GUD interface\n"));
/] Cear the "initializing" flag so that we can get |RPs

fdo->Fl ags & ~DO DEVI CE_I NI TI ALI ZI NG

_finally { /1 cleanup side effects
if (!'NT_SUCCESS(status)) { /1 need to cleanup
i f (pdx->devnane.Buffer) RtIFreeUni codeString(&pdx->devnane);
i f (pdx->Lower Devi ceChj ect) | oDetachDevi ce(pdx->Lower Devi cehj ect);
oDel et eDevi ce(fdo);

—-— ——

return status;
}

VO D RenoveDevi ce(| N PDEVI CE_OBJECT fdo) {
PAGED_CODE() ;

PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
KdPri nt (( DRI VERNAMVE " Renovi ng Device\n"));

i f (pdx->Lower Devi ceChj ect) | oDetachDevi ce(pdx->Lower Devi ce(hj ect);
| oDel et eDevi ce(fdo);

}

NTSTATUS St art Devi ce( PDEVI CE_OBJECT fdo, PCM PARTI AL_RESOURCE_LI ST raw, PCM PARTI AL_RESOURCE LI ST transl ated) {
PAGED_CCDE() ;
KdPrint ((DRI VERNAME "Starting Device\n"));
NTSTATUS st at us;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
URB ur b;



/1 Read our device descriptor. Check that we have the correct interface and get a handle for each pipe

UsbBui | dGet Descri pt or Request (&urb, sizeof (_URB_CONTROL_DESCRI PTOR_REQUEST), USB_DEVI CE_DESCRI PTCR_TYPE,
0, 0, &pdx->dd, NULL, sizeof (pdx->dd), NULL);

status = SendAwait Urb(fdo, &urb);

if (!NT_SUCCESS(status)) {
KdPrint ((DRI VERNAME "Error %X trying to read device descriptor\n",
return status;

}

MBGUSBSTRI NG f do, DRI VERNAME " - Configuring device from'%s'\n",
/1 Get Product Name. This is used to identify multiple BlocklO devices
UNI CODE_STRI NG Pr oduct Nane;
status = Get StringDescriptor(fdo, pdx->dd.iProduct, &ProductNane);
if (!NT_SUCCESS(status)) {
KdPri nt (( DRI VERNAME " Coul d not get
return status;

status));

pdx->dd. i Manuf acturer);

requi red Product Nanme, Error = %\n", status));

}
pdx->Pr oduct Nane. Buf fer = Product Nane. Buf f er;
pdx - >Pr oduct Nare. Maxi munLengt h = Product Nane. Maxi nuniengt h;
Rt | CopyUni codeSt ri ng( &dx->Pr oduct Narme, &Pr oduct Nane) ;
Rt | FreeUni codeSt ri ng( &Pr oduct Nane) ;
KdPrint (( DRI VERNAME "Product name is '%w'\n", &pdx->Product Nane. Buffer));

/1 Read the descriptor of the first configuration in tw steps. First read the configuration descriptor header.
/1 The second step reads the configuration descriptor plus all

enbedded interface and endpoi nt descriptors.
USB_CONFI GURATI ON_DESCRI PTOR t cd;

UsbBui | dGet Descri pt or Request (&urb, si zeof (_URB_CONTROL_DESCRI PTOR_REQUEST) ,
USB_CONFI GURATI ON_DESCRI PTOR_TYPE,

0, 0, &cd, NULL, sizeof(tcd), NULL);
status = SendAwait Urb(fdo, &urb);
if (!NT_SUCCESS(status)) {

KdPrint ((DRIVERNAME "Error 9% trying to read Configuration Descriptor header\n", status));
return status;

}

ULONG si ze = tcd. wlot al Lengt h;
PUSB_CONFI GURATI ON_DESCRI PTCR pcd = ( PUSB_CONFI GURATI ON_DESCRI PTOR) ExAl | ocat ePool ( NonPagedPool ,

si ze);
if (!pcd) {
KdPrint (( DRI VERNAME "Unable to allocate %X bytes for Configuration Descriptor\n", size));
return STATUS | NSUFFI CI ENT_RESOQURCES;
}
_try {

UsbBui | dGet Descr i pt or Request (&ur b, si zeof (_URB_CONTROL_DESCRI PTOR_REQUEST) ,
USB_CONFI GURATI ON_DESCRI PTOR_TYPE,

0, 0, pcd, NULL, size, NULL);

status = SendAwait Urb(fdo, &urb);

if (!NT_SUCCESS(status)) {
KdPrint ((DRIVERNAME "Error % trying to read Configuration Descriptor\n", status));
return status;

}

MBGAUSBSTRI N f do, DRI VERNAME " Sel ecting configuration naned ' %ws'\n", pcd->i Configuration);

/1 Locate the descriptor for the one and only interface we expect to find
PUSB_| NTERFACE_DESCRI PTOR pi d = USBD _Par seConfi gurati onDescri pt or Ex( pcd, pcd, -1, -1, -1, -1, -1);
ASSERT( pi d) ;

MBGAUSBSTRI NG f do, DRI VERNAME "Sel ecting interface named ' %ws'\n", pid->ilnterface);

/] Create a URB to use in selecting a configuration.
USBD_| NTERFACE_LI ST_ENTRY interfaces[2] = {
{pid, NULL},
{NULL, NULL}, /1 fence to term nate the array

PURB sel urb = USBD _Cr eat eConf i gur at i onRequest Ex( pcd,
if (!selurb) {

KdPrint (( DRI VERNAME "Unabl e to create configuration request\n"));
return STATUS | NSUFFI CI ENT_RESOURCES;
}

_try {

interfaces);

/1 Verify that the interface describes exactly the endpoints we expect
if (pid->bNunEndpoints !=2) {
KdPrint ((DRIVERNAME "% i s the wong nunber of endpoints\n”,

return STATUS_DEVI CE_CONFI GURATI ON_ERRCR;
}

pi d- >bNunEndpoi nts));



PUSB_ENDPQ NT_DESCRI PTOR ped = (PUSB_ENDPO NT_DESCRI PTOR) pi d;
ped = (PUSB_ENDPO NT_DESCRI PTOR) USBD_Par seDescri pt or s(pcd, tcd. wTotal Length, ped,
USB_ENDPQ NT_DESCRI PTOR_TYPE) ;
if (!ped || ped->bEndpoint Address != 0x82 || ped->bmAttributes != USB_ENDPO NT_TYPE_BULK | |
ped->wMaxPacket Si ze ! = 64) {
KdPri nt (( DRI VERNAME " Endpoi nt has wong attributes\n"));
return STATUS_DEVI CE_CONFI GURATI ON_ERRCR;

++ped;
if (!ped || ped->bEndpointAddress != 0x2 || ped->bmAttributes != USB ENDPO NT_TYPE BULK | |
ped->wMaxPacket Si ze ! = 64) {
KdPrint (( DRI VERNAVE "Endpoi nt has wong attributes\n"));
return STATUS_DEVI CE_CONFI GURATI ON_ERRCR;

++ped;

PUSBD | NTERFACE_| NFORVATI ON pii = interfaces[0].Interface;
ASSERT( pi i - >Nunber O Pi pes == pi d- >bNunEndpoi nt s) ;

/1 Initialize the maxi numtransfer size for each of the endpoints
pi i ->Pi pes[ 0] . Maxi muniTr ansf er Si ze = TRANSFER_SI ZE;
pi i ->Pi pes[ 1] . Maxi munir ansf er Si ze = TRANSFER_SI ZE;
pdx - >maxt ransf er = TRANSFER S| ZE; /] save for use in handling reads & wites

/] Submit the set-configuration request
status = SendAwait Urb(fdo, selurb);
if (!NT_SUCCESS(status)) {
KdPrint ((DRI VERNAME "Error % trying to select configuration\n", status));
return status;

}

/1 Save the configuration and pi pe handl es
pdx->hconfig = sel urb->UrbSel ect Confi guration. Confi gurationHandl e;
pdx->hi npi pe = pii->Pi pes[0].Pi peHandl e;
pdx->hout pi pe = pii->Pipes[1].PipeHandl e;

/1 Transfer ownership of the configuration descriptor to the device extension
pdx->pcd = pcd;

pcd = NULL;
}
_finally {
ExFr eePool (sel urb);
}

}

_finally {
if (pcd) ExFreePool (pcd);
}

return STATUS_SUCCESS;
}

VA D St opDevi ce(| N PDEVI CE_OBJECT fdo, BOCOLEAN oktouch /* = FALSE */) {
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENS| ON) f do- >Devi ceExt ensi on;

/1 1f it's okay to touch our hardware (ie we're processing an | RP_M\ STOP_DEVI CE), deconfigure the device.
if (oktouch) {
URB ur b;
UsbBui | dSel ect Confi gurati onRequest (&urb, sizeof (_URB_SELECT CONFI GURATI ON), NULL);
NTSTATUS st atus = SendAwai t Urb(fdo, &urb);
if (!'NT_SUCCESS(status)) KdPrint((DR VERNAME "Deconfigure device returned status %\n", status));

}
i f (pdx->pcd) ExFreePool (pdx->pcd);
pdx->pcd = NULL;
}

NTSTATUS Di spat chCr eat e( PDEVI CE_OBJECT fdo, PIRP Irp) {
PAGED_CCDE() ;
KdPrint (( DRI VERNAME "I n Di spatchCreate\n"));
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) f do- >Devi ceExt ensi on;
Pl O_STACK _LOCATI ON stack = | oGet CurrentlrpStackLocation(lrp);
I nt erl ockedl ncr erment ( &dx->handl es);
return Conpl et eRequest (I rp, STATUS SUCCESS, 0);

}

NTSTATUS Di spat chd ose( PDEVI CE_OBJECT fdo, PIRP Irp) {
PAGED_CCDE() ;
KdPrint ((DRI VERNAME "I n Di spatchd ose\n"));
PDEVI CE_EXTENSI ON pdx = ( PDEVI CE_EXTENSI ON) f do- >Devi ceExt ensi on;



Pl O_STACK_LOCATI ON stack = loGetCurrentlrpStackLocation(lrp);
I nt erl ockedDecr erment ( &dx- >handl es) ;
return Conpl et eRequest (I rp, STATUS SUCCESS, 0);

}

11 Decl are some support routines

NTSTATUS SendAwai t Ur b( PDEVI CE_OBJECT fdo, PURB urb) {
PAGED_CCDE( ) ;

ASSERT(KeGet Currentlrql () == PASSI VE LEVEL);
PDEVI CE_EXTENSI ON pdx = ( PDEVI CE_EXTENSI ON) f do- >Devi ceExt ensi on;

KEVENT event ;
KelnitializeEvent(&vent, NotificationEvent, FALSE);

| O_STATUS BLOCK i ost at us;
PIRP Irp = | 0Buil dDevi cel oCont rol Request (| OCTL_I NTERNAL_USB_SUBM T_URB,
pdx->Lower Devi ce(oj ect, NULL, O, NULL, O, TRUE, &event, & ostatus);

if ('lrp) {
KdPrint (( DRI VERNAME "Unabl e to allocate IRP for sending URB n"));
return STATUS | NSUFFI CI ENT_RESOURCES;

}

Pl O_STACK_LOCATI ON stack = | oGet Next | rpStackLocation(lrp);

stack- >Paraneters. & hers. Argurent1 = (PVA D) urb;

NTSTATUS status = | oCall Dri ver ( pdx- >Lower Devi ceChj ect, |rp);

if (status == STATUS_PENDI NG ({
KeWai t For Si ngl eChj ect (&event, Executive, Kernel Mode, FALSE, NULL);
status = iostatus. Status;
}

return status;

}

NTSTATUS Get Stri ngDescri pt or (PDEVI CE_OBJECT fdo, UCHAR istring, PUN CODE_STRING s) {
/1 NOTE: a side-effect of this routine is the allocation of some menory fromthe PagedPool
/1 The caller MJST free this nenory

PAGED_CCDE() ;

NTSTATUS st at us;

PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;

URB ur b;

UCHAR dat a[ 256] ; /1 maxi num | ength buffer

/1 1f this is the first time here, read string descriptor zero and arbitrarily sel ect
/1 the first language identifer as the one to use in subsequent get-descriptor calls.
if (!pdx->langid) { /1 determi ne default |anguage id

UsbBui | dGet Descr i pt or Request (&ur b, si zeof (_URB_CONTROL_DESCRI PTOR_REQUEST) ,

USB_STRI NG _DESCRI PTOR_TYPE,
0, 0, data, NULL, sizeof(data), NULL);

status = SendAwait Urb(fdo, &urb);

if (!NT_SUCCESS(status)) return status;

pdx->l angid = *(LANG D*) (data + 2);

}

/] Fetch the designated string descriptor.
UsbBui | dGet Descri pt or Request (&urb, si zeof (_URB_CONTROL_DESCRI PTOR_REQUEST), USB_STRI NG DESCRI PTOR TYPE,
istring, pdx->langid, data, NULL, sizeof(data), NULL);
status = SendAwait Urb(fdo, &urb);
if (!NT_SUCCESS(status)) return status;

ULONG nchars = (data[0] - 2) / 2;
PWSTR p = (PWSTR) ExAl | ocat ePool ( PagedPool , data[0]);
if (!'p) return STATUS_| NSUFFI Cl ENT_RESQURCES;

mencpy(p, data + 2, nchars*2);
p[ nchars] = 0;

s->Length = (USHORT) (2 * nchars);
s->Maxi nunLength = (USHORT) ((2 * nchars) + 2);
s->Buffer = p;

return STATUS_SUCCESS,

}
VA D Reset Devi ce( PDEVI CE_OBJECT fdo) {
PAGED_CCDE( ) ;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) f do- >Devi ceExt ensi on;
KEVENT event ;

Kel nitializeEvent (&vent, NotificationEvent, FALSE);
| O_STATUS_BLOCK i ost at us;



PIRP Irp = | oBuil dDevi cel oCont r ol Request (1 OCTL_| NTERNAL_USB_RESET_PORT,
pdx->Lower Devi ceCbj ect, NULL, O, NULL, O, TRUE, &event, & ostatus);
if (!lrp) return;

NTSTATUS status = | oCal |l Dri ver ( pdx- >Lower Devi ceCbj ect, |rp);

if (status == STATUS PENDI NG {
KeWai t For Si ngl e(bj ect (&event, Executive, Kernel Mode, FALSE, NULL);
status = iostatus. Status;

}

if (!'NT_SUCCESS(status)) KdPrint((DR VERNAME "Reset Device returned status %\ n", status));
}

NTSTATUS Reset Pi pe( PDEVI CE_OBJECT fdo, USBD_PlI PE_HANDLE hpi pe) {
PAGED_CCODE() ;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) f do- >Devi ceExt ensi on;
URB ur b;
urb. Ur bHeader . Length = (USHORT) si zeof (_URB_PI PE_REQUEST) ;
urb. UrbHeader . Functi on = URB_FUNCTI ON_RESET_PI PE;
ur b. Ur bPi peRequest . Pi peHandl e = hpi pe;

NTSTATUS status = SendAwai t Urb(fdo, &urb);
if (!'NT_SUCCESS(status)) KdPrint((DR VERNAME "Reset Pipe returned status = %\ n", status));
return status;

}
VA D Abort Pi pe( PDEVI CE_OBJECT fdo, USBD_PI PE HANDLE hpi pe) {
PAGED CCDE() ;
PDEVI CE_EXTENSI ON pdx = ( PDEVI CE_EXTENSI QN) f do- >Devi ceExt ensi on;
URB ur b;

urb. UrbHeader . Length = (USHORT) si zeof (_URB_PlI PE_REQUEST) ;
urb. UrbHeader . Functi on = URB_FUNCTI ON_ABORT_PI PE;
ur b. Ur bPi peRequest . Pi peHandl e = hpi pe;

NTSTATUS st atus = SendAwai t Urb(fdo, &urb);
if (!NT_SUCCESS(status)) KdPrint((DR VERNAME "AbortPi pe returned status = %\ n", status));

}

/] Use GENERI C. SYS to handl e PnP and Power Events
NTSTATUS Di spat chPnp( PDEVI CE_OBJECT fdo, PIRP Irp) {
PAGED_CCDE( ) ;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
return GenericD spat chPnp( pdx- >pgx, Irp);
}

NTSTATUS Di spat chPower ( PDEVI CE_OBJECT fdo, PIRP Irp) {
PAGED_CCDE() ;
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
return GenericD spat chPower ( pdx->pgx, 1rp);
}

FEEEEEEEEE i i i r e b rrr g
#pragma  LOCKEDCCDE

NTSTATUS Di spat chControl (PDEVI CE_OBJECT fdo, PIRP Irp) {
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON stack = loGet CurrentlrpStackLocation(lrp);
NTSTATUS st atus = | oAcqui reRenovelLock( &dx- >RenovelLock, 1rp);
if (!'NT_SUCCESS(status)) return Conpl eteRequest (lrp, status, 0);
/1 Check for ny "WoAreYou" |QCTL
ULONG | oCont rol Code = stack- >Par anet ers. Devi cel oControl . | oCont r ol Code;
KdPrint (( DRI VERNAME "| OCTL %4. 4x detected\n", |oControl Code));
if (loControl Code == | OCTL_GET_PRCDUCT_NAME) {
ULONG Buf ferLength = stack->Paranet ers. Devi cel oCont rol . Qut put Buf f er Lengt h;
ULONG Actual Length = 0; // Default
if (BufferLength < pdx->Product Nane. Length) status = STATUS | NVALI D BUFFER_SI ZE;
el se {
Act ual Length = pdx->Product Nane. Lengt h;
nmencpy(|rp- >Associ at edl rp. Syst enBuf f er, pdx->Product Nare. Buf f er, Actual Length);
status = STATUS_SUCCESS;

}
| oRel easeRenovelLock( &dx- >RermovelLock, 1rp);
return Conpl et eRequest (I rp, status, Actual Length);

else { // Not mine, pass this down the stack
| oSki pQurrent | rpSt ackLocati on(1rp);
status = loCal | Driver (pdx->Lower Devi ceCbj ect, Irp);
| oRel easeRenovelLock( &dx- >RermovelLock, 1rp);



return status,;

}
}

NTSTATUS Di spat chl nt er nal Control (PDEVI CE_OBJECT fdo, PIRP Irp) {
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo- >Devi ceExt ensi on;
NTSTATUS status = | o0Acqui reRenovelLock( &dx- >RenovelLock, |rp);
if (!'NT_SUCCESS(status)) return Conpl eteRequest(lrp, status, 0);
| oSki pQurrent | rpSt ackLocation(lrp);
status = loCal |l Driver (pdx->Lower Devi ceCbj ect, Irp);
| oRel easeRenovelLock( &dx- >RermovelLock, 1rp);
return status;

}

NTSTATUS Conpl et eRequest (PIRP Irp, NTSTATUS status, ULONG PTR info) {
Irp->loStatus. Status = status;
Irp->loStatus. | nformation = info;
| oConpl et eRequest (I rp, 1O _NO | NCREVENT) ;
return status;

}

extern "C' void __decl spec(naked) _ cdecl _chkesp()

_asmj e okay

ASSERT(! DRI VERNAME " - Stack pointer msnmatch!");
okay:

_asmret

}



