/* dl.c -- downl oad hex code to ezusb by Andrew Burgess aab@i chlid.com */

/* Based on usbstress and ezl oad by Thonas Sailer, original copyright foll ows:

*  Copyright (C 1999-2000

* Thonas Sailer (sailer@fe.ee.ethz.ch)

* This programis free software; you can redistribute it and/or nodify
* it under the terns of the G\U General Public License as published by
* the Free Software Foundation; either version 2 of the License, or

* (at your option) any later version.

*

* This programis distributed in the hope that it wll be useful,

*  but WTHOUT ANY WARRANTY; wi thout even the inplied warranty of

*  MERCHANTABI LI TY or FITNESS FOR A PARTI CULAR PURPOSE. See the

* GN\U General Public License for nore details.

* You shoul d have received a copy of the GNU General Public License

* along with this program if not, wite to the Free Software

* Foundation, Inc., 675 Mass Ave, Canbridge, MA 02139, USA

*/

#define _GNU_SOURCE

#i ncl ude <stdarg. h>

#i ncl ude <stdio. h>

#i ncl ude <signal . h>

#i ncl ude <uni std. h>

#i ncl ude <stdlib. h>

#i ncl ude <errno. h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/stat.h>
#i ncl ude <sys/ioctl.h>
#i ncl ude <sys/poll.h>
#i nclude <fcntl. h>

#i ncl ude <string. h>

#i ncl ude "getopt.h"

#include "/usr/src/linux/include/asn types.h"
#include "/usr/src/linux/include/linux/usbdevice_fs.h"

#def i ne VENDOR_REQUEST_QUT 0x40
#def i ne VENDOR_REQUEST | N 0xCO
#def i ne ANCHOR_LQOAD 0xAO0

#def i ne CPU_CONTROL_REGQ STER 0x7F92

struct ushdevi ce *dev;
int verbose;

int overl ap;

int timeout = 2000;

struct usb_devi ce_descriptor {
int8_t bLength;

nt8_t bDescriptorType;

nt8_t bcdUSB[ 2];

nt8 t bDeviced ass;

nt8_t bDevi ceSubd ass;

nt8_t bDevi ceProtocol;

nt8_t bMaxPacket Si zeO;

nt8_t idVendor[2];

nt8_t idProduct[?2];

nt8 t bcdDevice[2];

nt8 t i Manufacturer;

nt8_t i Product;

nt8_t i Serial Nunber;

nt8_t bNunConfigurations;
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i
#define USB_DT_DEVI CE_SI ZE si zeof (struct usb_devi ce_descriptor)
struct usbdevi ce {
int fd;
struct usb_devi ce_descri ptor desc;
b
const char *usb_devi cefs_mount point = "/proc/bus/usb";

/* SYS ERROR -- error with a valid errno */

void sys_error(char *fnt,...) {



char buf[1000];
va_list ap;
int errno_save = errno;

va_start(ap, fnt);

vsprintf(buf, fn, ap);

va_end(ap);

strcat(buf, ": ");

strcat (buf, sys_errlist[errno_save]);
fprintf(stderr, buf);
fprintf(stderr, "\n");

exit(2);

}

/* ERRCR */

void error(char *fnmt,...) {
char buf[1000];
va_list ap;
va_start(ap, fnt);
viprintf(stderr, fnt, ap);
fprintf(stderr, "\n");
va_end(ap);
exit(2);

}

/* PP STR */

char *pp_str(const char *str) {
static char buf[100];
char c, *p = buf;

while(c = *str++) {
switch(c) {

*p = 0;
return buf;

}
/* USB CLCSE */

voi d usb_cl ose() {
if(!dev)
return;
cl ose(dev->fd);
free(dev);

/* PARSE DEV */

int parsedev(int fd, unsigned int *bus, unsigned int *dev,

char buf[16384];

char *start, *end, *lineend, *cp;

int devhum= -1, busnum= -1, vendor = -1, product =
int ret;

if (Iseek(fd, 0, SEEK SET) == (off t)-1)

return -1;
ret = read(fd, buf, sizeof(buf)-1);
if (ret ==-1)
return -1;

end = buf + ret;

int vendorid,

int productid) {



*end = 0;
start = buf;
ret = 0;
while (start < end) {
lineend = strchr(start, '\n');
if (!lineend)
br eak;
*|ineend = 0;
switch (start[0]) {
case 'T': [/* topology line */
if ((cp = strstr(start, "Dev#="))) {
devnum = strtoul (cp + 5, NULL, 0);
} else
devnum = -1;
if ((cp = strstr(start, "Bus="))) {
busnum = strtoul (cp + 4, NULL, 0);

} else
busnum = -1;
br eak;
case 'P:
if ((cp = strstr(start, "Vendor="))) {
vendor = strtoul (cp + 7, NULL, 16);
} else
vendor = -1;
if ((cp = strstr(start, "ProdlD="))) {
product = strtoul (cp + 7, NULL, 16);
} else
product = -1;
if (vendor != -1 && product !=-1 & devnum>= 1 && devnum <= 127 &&
busnum >= 0 && busnum <= 999 &&
(vendorid == vendor || vendorid == -1) &&
(productid == product || productid == -1)) {
if (bus)
*bus = busnum
if (dev)
*dev = devnum
ret++;
br eak;
}
start = lineend + 1;
}
return ret;

}
/* USB OPEN BY NUMBER */

struct usbdevi ce *usb_open_bynunber (unsi gned i nt busnum unsigned int devhum int vendorid, int productid) {
struct usbdevi ce *dev;
struct usb_devi ce_descriptor desc;
unsigned int vid, pid;
char devsfil e[ 256];
int ret, fd;

snprintf(devsfile, sizeof(devsfile), "%/ %3u/ %3u", usb_devi cefs_nount poi nt, busnum devnun);
if ((fd = open(devsfile, ORDWR)) == -1)
return NULL;
if ((ret = read(fd, &desc, sizeof(desc))) != sizeof(desc)) {
if (ret >0)
errno = EIQ
cl ose(fd);
return NULL,;
}
vid = desc.idVendor[0] | (desc.idVendor[1l] << 8);
pid = desc.idProduct[0] | (desc.idProduct[1] << 8);

if ((vid!= vendorid & vendorid == -1) ||
(pid !'= productid & productid == -1)) {
errno = - ENCENT,
cl ose(fd);

return NULL;

if (!(dev = malloc(sizeof (struct usbdevice)))) {
cl ose(fd);
return NULL,;

}

dev->fd = fd;
dev->desc = desc;
return dev;



}
/* USB OPEN */

struct usbdevi ce *usb_open(int vendorid, int productid, unsigned int timeout) {
struct usb_devi ce_descriptor desc;
tine_t starttinme, curtime;
unsi gned int busnum devnum
char devsfil e[ 256];
long timediff;
int ret;
struct pollfd pfd;

snprintf(devsfile, sizeof(devsfile), "%/ devices", usb_devicefs_nountpoint);
tine(&starttine);

if ((pfd.fd = open(devsfile, O RDONLY)) ==-1)
return NULL;
for () {

ret = parsedev(pfd.fd, &busnum &devnum vendorid, productid);
if (ret <0) {

cl ose(pfd.fd);

return NULL;

}
if (ret >0)

br eak;
tine(&ecurtine);
tinmediff = curtinme - starttine;
tinediff = tineout - tinediff;
if (timediff <= 0)

cl ose(pfd.fd);

errno = ETI MEDQOUT;

return NULL;

}
if (timediff > 10)
timedi ff = 10;
pfd.events = POLLIN
ret = poll (&pfd, 1, timediff * 1000);
if (ret <0) {
close(pfd.fd);
return NULL,;

}

}
cl ose(pfd.fd);
return usb_open_bynunber (busnum devnum vendorid, productid);

}
/* USB CONTROL MBG */

int usb_control _nsg(unsi gned char requesttype, unsigned char request,
unsi gned short val ue, unsigned short index, unsigned short |ength,
void *data, unsigned int timeout)

{
struct usbdevfs_ctrltransfer ctrl;
int i;
ctrl = (struct usbdevfs_ctrltransfer){ requesttype, request, value, index, length, tineout,
i = ioctl(dev->fd, USBDEVFS_CONTROL, &ctrl);
if(i <0)
error (" USBDEVFS_CONTROL(rqt =Ox% rq=0x% val =% i dx=% | en=%) error %",
requesttype, request, value, index, length, strerror(errno));
return i;
}

/* WRITE CPU CS */

void wi tecpucs(unsigned char buf) {

int r;
/1 usb_control _msg(struct usb_device *dev, unsigned int pipe, _ u8 request, _ u8 requesttype,
index, void *data, _ ul6 size, int tineout);
r = usb_control _nsg( VENDOR_REQUEST_QUT, ANCHOR LQAD, CPU CONTROL_REGQ STER, 0, 1, &buf,
if(r 1=1)

error("witecpucs(0x%®2x) failed %", buf, r);

}

voi d reset _anchor (void) {
i f(verbose)
di spl aycpucs();
writecpucs(l);

data };

__ul6 val ue,

tineout);

_ulé



i f(verbose)
di spl aycpucs();
}

voi d unreset _anchor (voi d) {
i f(verbose)
di spl aycpucs();
writecpucs(0);
i f(verbose)
di spl aycpucs();
}

/* DI SPLAY MEM */

voi d di splaynmen() {
unsi gned char buf[16];
unsi gned addr, u;
int r;

printf("EZUSB Menory contents:\n");

for(addr = 0; addr < O0x2000; addr += 16) {
r = usb_control _nmsg( VENDOR_REQUEST I N, ANCHOR LQAD, addr, 0, 16, buf, tinmeout);
if(r !'=16)

error("usb_control _nmsg(sz=%l, addr =0x%®4x) returned %", 16, addr, r);
printf("9®4x:", addr);
for (u=0; u< 16; u++)

printf(" 9®2x", buf[u]);
printf("\n");

}
r = usb_control _nmsg( VENDOR_REQUEST_I N, ANCHOR LQAD, CPU CONTROL_REQ STER, 0, 1, buf, tinmeout);
if(r 1=1)
error("readcpucs returned %\n", r);
printf("CPUCS: %®2x\ n", buf[0]);
}

/* DI SPLAY CPU CS */

i nt displaycpucs() {
unsi gned char buf;
int r;

r = usb_control _nmsg( VENDOR_REQUEST_I N, ANCHOR LQAD, CPU CONTROL_REAQ STER, 0, 1, &buf, tinmeout);
if(r I=1)
error("readcpucs returned %\n", r);
printf("CPUCS: %2x\ n", buf);
return O;

}
/* EX DIGT */

int hexdigit(const char *s) {

if (*s >="'0 && *s <='9")
return *s - '0';

if (*s >="'A && *s <= 'F)
return *s - 'A + 10;

if (*s >="a && *s <="'f")
return *s - 'a' + 10;

error("not a hex digit '%'", pp_str(s));

}
/* HEX BYTE */

int hexbyte(const char *s) {
int a, b;

a = hexdigit(s);

b = hexdigit(s+1);

return (a << 4) | b;
}

/* HEX WORD */
int hexword(char *s) {
return (hexbyte(s) << 8) + hexbyte(s+2);
}
/* LOAD HEX */

voi d | oad_hex(char *filenane, void (*call back)(unsigned char *buf, int address, int len)) {



FILE *f;

unsi gned char buf[1000], *p;

unsi gned checksum

int h, b, end, Iine=0, len, address, type, i;
unsi gned char goods[ 1000] ;
unsi gned char nenory[ 10000] ;

if(!(f = fopen(filenanme, "r")))
sys_error("open %", filenane);

menset (menory, 0, sizeof(nmenory)); // use to check for overl appi ng hex records

/1 :02000000215786

// : 02 0000 00 21 57 86

/1 : len addr type data checksum

/1 type=0 for data, 1 for end of record

whi | e (fgets(buf, sizeof(buf), f)) {
i ne++;
buf[strlen(buf)-1] =0; // eat \n
p = buf;
if (buf[0] I=":")
error("invalid intel hex record '%'", buf);
p++; // skip ':'
checksum = 0;
I en = hexbyte(p);
checksum += | en;
p += 2;
address = hexword(p);
/1 uuuuuuugl y, maybe make checksum gl obal ?
checksum += address & OxFF;
checksum += address >> 8;
p += 4
type = hexbyte(p);
checksum += type;
if(type == 1)
br eak;
p += 2;
for(b=0; b<len; b++ p+=2) {
i = hexbyte(p);
goods[b] =i;
checksum += i;

checksum += hexbyte(p);
i f((checksum & O0xff) != 0)
error("%: %l checksumerror %2x", filenane, line, checksum & OxFF);

/1 any overl ap?
i f(address+l en > sizeof (nmenory))
error("menory too small %", address+l en);

for(i=0; i<len; i++)
i f(menmory[address+i]) {
printf("%4x already witten\n", address+i);
over | ap++;

/1 renenber that we wote here already
for(i=0; i<len; i++)
nmenory[ address+i] = 1;

(*cal | back) (goods, address, len);

fclose(f);

}
int byte_count;
/* CALLBACK */

voi d cal | back(unsigned char *buf, int address, int len) {
int r;
if(len > 64)
error("64 max");
r = usb_control _nsg( VENDOR_REQUEST_QOUT, ANCHOR LQAD, address, 0, len, buf, timeout);
i f(verbose) {
int i, count=0;
printf("9%4x ", address);
for(i=0; i<len &% i<16; count++,i ++)
printf(" 992x", buf[i]);



f or (; count <=16; count ++)
printf(" ")
for(i=0; i<len && i<16;
printf("%",
if(len >= 16)
printf(" <more>");
printf("\n");

i ++)

if(r '=1len)

error("usb_control _nsg(address=%04x | en=%04x buf =%08x)
len);

address, len, buf,

byte_count += |en;

r
}

/* ANCHOR DOANLOAD HEX */

i sal num(buf[i]) ? buf[i]

int anchor_downl oad_hex(char *fil enane) {

byte_count = 0;
reset _anchor ();

| oad_hex(fil enane,
/1 di spl aynmen() ;
printf("downl oaded % bytes\n"
i f (overl ap)

cal | back);

printf ("% overlaps (not good)\n",

unr eset _anchor () ;

}

/* USACE */

voi d usage(void) {
error("usage: dl

}

/*

[-v] -h <hexf

MAIN */

int min(int argc, char *argv[]) {
int pid = OxBeef;

, byte_count);

overl ap);

ile>");

static const struct option long_ options[] = {

{ "usbdevfs",
{0 0 0 0}

int ¢, err =0, busnum= 1, de
char *par = NULL,
struct sigaction sigact;

struct usb_devi ce_descriptor d

*hex_fil ename =

1, 0, 'D },

vhum = -1, fdownl oad = 0O;
NULL;

€scC;

printf("dl by Andrew Burgess, based on code by Thomas Sailer\n");
while ((c = getopt_long(argc, argv, "vD d:b:p:h:", |ong_options,
switch (c¢) {
case 'v':
ver bose=1;
br eak;
case 'h':
hex_filename = strdup(optarg);
br eak;
case 'D:
usb_devi cef s_nount poi nt = opt ar g;
br eak;
case 'p':
par = optarg;
br eak;
case 'd':
devnum = strtoul (optarg, NULL, 0);
br eak;
case 'b':
busnum = strtoul (optarg, NULL, 0);
br eak;
defaul t:
usage();
br eak;

}

i f(!'hex_fil enane)
usage();

NULL))

resul t =%l expected %",

= EOF) {



#define VI RG N_PI D 0x2131
{
struct { int vendor; int product; } trys[] = {
{ 0x0547, VIRGNPID},
{ 0x0547, OxBEEF },
{ Ox1234, 0x5678 },
{0}

int t;
for(t=0; trys[t].vendor !'=0; t++ ) {
printf("Try %94x: 9®4x\n", trys[t].vendor, trys[t].product);
if(devhum!= -1)
dev = usb_open_bynunber (busnum devnum trys[t].vendor, trys[t].product);
el se
dev = usb_open(trys[t].vendor, trys[t].product, 0);
i f(dev)
br eak;

}

}
i f(!dev)

error("No USB device found");
anchor _downl oad_hex(hex_fil enane);
usb_cl ose();
exit(0);



